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• SharpShooter is a payload creation framework for the retrieval and 

execution of arbitrary CSharp source code

• SharpShooter is capable of creating payloads in a variety of 

formats, including HTA, JS, VBS and WSF.
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• Kali Linux 2018.1



Information Security Confidential - Partner Use Only

Installing SharpShooter

5



Information Security Confidential - Partner Use Only

Using SharpShooter

6

• The help menu
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• JS stageless payload
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• JS stageless payload (raw shellcode), 

starting the reverse TCP handler
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• Generating the raw shellcode using msfvenom
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• Using Web Delivery inside HTML
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• Using Web Delivery inside HTML
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• Access the HTML and execute the payload
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• Access the HTML and execute the payload



Information Security Confidential - Partner Use Only

Using SharpShooter

14

• Access the HTML and execute the payload
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• GitHub

https://github.com/mdsecactivebreach/SharpShooter

• Official website

https://github.com/toolswatch/blackhat-arsenal-tools

https://github.com/mdsecactivebreach/SharpShooter

