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What is SharpShooter?

» SharpShooter is a payload creation framework for the retrieval and
execution of arbitrary CSharp source code

» SharpShooter is capable of creating payloads in a variety of
formats, including HTA, JS, VBS and WSF.
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Testing Setup

« Kali Linux 2018.1

-
C

Information Security Confidential - Partner Use Only .SEC

nformation sccurity inc.



Installing SharpShooter
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Using SharpShooter

* The help menu
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Using SharpShooter

« JS stageless payload
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Using SharpShooter

 JS stageless payload (raw shellcode),
starting the reverse TCP handler
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Using SharpShooter

* Generating the raw shellcode using msfvenom
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Using SharpShooter

* Using Web Delivery inside HTML
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Using SharpShooter

* Using Web Delivery inside HTML
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Using SharpShooter

» Access the HTML and execute the payload

C | @ filey//C:/Users/User3/Documents/output/js.html

€ Google ChromeizF 721l b0 7572 LTREENTLREA. [IEEE

U McAfee

/  Yourcomputeris secure (no action required) (s |

Real-Time Scanning: No threats detected

@ s
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Using SharpShooter

» Access the HTML and execute the payload

Open File - Security Warning X
Do you want to open this file?

Name: C\Users\User3\Downloads\js.js
Publisher: Unknown Publisher
Type: JavaScript File

From: C:\Users\User3\Downloads\js.js

[4 Always ask before opening this file

a While files from the Internet can be useful, this file type can potentially
‘@ harm your computer. If you do not trust the source, do not open this
= software, What's the risk?
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Using SharpShooter

» Access the HTML and execute the payload
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References

* GitHub
https://github.com/mdsecactivebreach/SharpShooter

+ Official website
https://github.com/toolswatch/blackhat-arsenal-tools
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