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About Vulnhub

 To provide materials that allows anyone to gain practical 'hands-on'

experience in digital security, computer software & network
administration

\

VULNHUB

VULNERABLE BY DESIGN

Information Security Confidential - Partner Use Only

1SEC

information sccurity inc.



Target VM

» Target VM: GameOfThrones

* Download the ova file

https://mega.nz/#! EcgHBB4b!UvbxukV Po0BOALwqgyzxqdpxSfPklzuxiNgEEVgDy80O
https://www.vulnhub.com/entry/game-of-thrones-ctf-1,201/

 Import the ova file into your favorite hypervisor;
Kﬂ Game of Thrones CTF 1.0.ova

» Attach a DHCP enabled interface to the machine and run it

* Objective
Find the flags
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https://mega.nz/#!EcgHBB4b!UvbxukV_Po0BOALwqyzxqdpxSfPkIzuxiNqEEVgDy8Q
https://www.vulnhub.com/entry/game-of-thrones-ctf-1,201/

Test Setup

O Testing environment

Linux Kali (attacker) >>> GameOfThrones (target vm)
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Walkthrough

O From the attacker machine run the following command to find out
Target VMs IP address:

Information Security Confidential - Partner Use Only .SE

nformation sccurity inc.



Walkthrough

O Explore Port 80 in a browser

M S EFHCT

GAMEWWHR®NES

CTF “
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Walkthrough

O Explore page source; some hints and brute force is not an option

1swe Securty W, Kall Linux W\ Kall Docs @ Kall Tools KNExplon-08 WArcrack-ng @ Kall Forums - @ NetHunter

“htnls
<h

ree hitp://197.168.44.133/

MostVisted v [JOffensive Securtty W Kall Lnux W

TveE Wit

<titlesGane of Thranes CTF</titles
meta BECp-equlv=~Content-Type- contemt"text/htal; CharsetTr-8:/>
“favicon.ice">

</heat:

<link rel-"stylesheot
“script type=text/javascript src-"is/gane of thrones.is's</scripts

et hest-Acan e sl Shlommnsaats

<body classe"basecanp”

udio id="player zurvoli-‘(ommls‘ xuto;\vy- autoplay” loop="100p" hidden-"trua"s=
<source sre-" type-audio/var”>
<source sre-muzic/gane_of_thrones.mpi’ type-"audio/nps®s
=</audio=
<ing Width-"20" height-"20" %

“audio_button class"hover" sre-'119s/olay.0ng" title-"Click to mute!®/>

</body>

~<htals
This is the Game of Thrones CTF v1.0 (September 2017)

VR O W GAnim s . SR

T S e
I

Goal:
-Get the 7 kingdow Tlags and the 4 extra content flags (3 secret flags + rinal battle flag). There are 11 in total.

Rutes/guidstines to play:
- Start your conquer of the seven ki

- Difficulty of the CTF: Mediun-Nigh
< This is the start point, the base canp

- You must travel to westeros. First stop: Dorne. Last stop: King's Lai

- Don't forget to take your map (try to find it). It will guide you about the matural flag order to follow over ¢!
< Listen CAREFULLY to the hints. If you are stuck, read the Aints again!

- Powerful failzban spells were cast everywhere. Bruteforce is not an option for this CTF (2 minutes ban penalty)
- The flags are 32 chars strings. Neep'ew all! you'll need them

kingdons

Good Luck, the old gods and the new will protect you!
The gawe already started!! A couple of hints as a present.
“Everything can be TAGGED in this world, even the magic or the mesic” - Bronn of the Blackwater

“To enter in Dorne you'll need to be a kind face” - Ellaris Sand
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Walkthrough

© Use dirb tool to scan the host on port 80; found robots.txt
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Walkthrough

© Checking robots.txt

(€= ) ()| 192.168.44.133/robots. txt

Bl Offensive Security N Kali Linux “ Kali Doc

User-agent: Three-eyed-raven

Allow: /the-tree/

User-agent: *

Disallow: /secret-island/

Disallow: /direct-access-to-kings-landing/

10 Information Security Confidential - Partner Use Only
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Walkthrough

O Accessing disallowed links => “secret-island” and take the map

2 Most Visited v [l Offensive Sec

€ 192.168.44.133
P Offensive Security N Kali Linux "\ Kali Docs @ Kali Tools KBExploit-DB WyAircrack-ng @ Kall Forums @ NetHunter

| WANT TO BE YOUR FRIEND

= Network

@© Debugger | {) Style Editor | @ Performan..

2. Console

R

center _

html body.main
<!DOCTYPE html>

1pg“>Map</a>

SEC

nformation sccurity inc.
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Walkthrough

O Accessing disallowed links => “secret-island” and take the map

192.168.44.133/iin¢ esteros.|pg

lOffensive Security N Kali Linux “§ Kali Docs @ Kali Tools KBExploit-DB Wy Aircrack-ng @ Kali Forums @ NetHunter [ Most Visited v JllOffensive Security

EXtracontents
Einal Battle (ssh)
Against White Walkers
et flag

Savages
City of Bfadvos
Dragonglass Mine
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Walkthrough

O Accessing disallowed links => “direct-access-to-kings-landing”

€ 192.168.44.133

PN Offensive Security S\ Kall Linux "\ Kall Docs @ Kali Tools KBExploit-DB WyAircrack-ng @ Kall Forums € NetHunter B Most Visited v [jOffensive Security \, Kall Linux \,Kall

RREYOU'CRAZY?
=

'FOR THATN!

R BEEETEE > Console | @ Debugger | {) Style Editor | © Performan.. | = Network
L body main MY img o]

<IDOCTYPE html>

> <body class=*main’>

13 Information Security Confidential - Partner Use Only
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Walkthrough

O Accessing allowed link => “the-tree” , Got a hint which says that
we need a different UserAgent when accesing the server
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Walkthrough

O Accessing allowed link => “the-tree” using “Three-eyed-raven”
UserAgent, got three hints (username and three ports for port
knocking https://en.wikipedia.org/wiki/Port_knocking)

Information Security Confidential - Partner Use Only fISEC
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Walkthrough

© Accessing the “/h/i/d/d/e/n/” directory found by dirb and get the
password for oberynmartell:
A verySmallManCanCastAVeryLargeShadOw
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Walkthrough

© Use ftp to connect using the acquired username and password
and get the first flag

Information Security Confidential - Partner Use Only .SEC
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Walkthrough

© Use ftp to download the files
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Walkthrough

© Save the has from one of the downloaded files ()
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Walkthrough

O Use hashcat to find out the password (stark)
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Walkthrough

O Use the password to decrypt the second file downloaded from ftp
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Walkthrough

O Access http://winterfell.7kingdoms.ctf/------ W1nt3rf3ll------ and

get the second flag

Authentication Required

é,) Anmmwnmmwwwmmmm The site says:
- “Who are you? Identify yourselfr’

User Name: []0 snow
Psml --------------------------
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http://winterfell.7kingdoms.ctf/------W1nt3rf3ll------

Walkthrough

O Access http://winterfell. 7kingdoms.ctf/------ W1nt3rf3ll------ and
get the second flag
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http://winterfell.7kingdoms.ctf/------W1nt3rf3ll------
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Walkthrough

© Download “stark_shield.jpg” and check it using => strings

i map_to_westeros.pg

1 meme2 pg

s meme?.jpg
B MendelCountry.jpq 910.9 KB 08/23/2017
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Walkthrough

© Found a domain name => TimefOrconqu3rs
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Walkthrough

© Use dig and ask for “TimefOrconqu3rs.7kingdoms.ctf” and get
the third flag and obtained another usermame and password
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Walkthrough

O Login to stormlands.7kingdoms.ctf:10000

(@ | stormlands. 7kingdoms.ctf: 10000

‘ensive Security “& Kali Linux "\ Kali Docs @ Kali Tools EBExploit-DB WyAircrack-ng @ Kali Forums @ NetHunter [ Most Visited v [JjlJOf

3 STORMLANDS

ugin to Stormlands

Stannis is the legitimate king!!

Username W

Password

) Remember login permanently?

Login || Clear
H Open ~ @ Worgings

|aryastark/N3dd13_1s_a_geed_sword#!|

Information Security Confidential - Partner Use Only iSEC
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Walkthrough

O Login to stormlands.7kingdoms.ctf:10000

€ Tkingdoms.ctf

Ml Offensive Security "\ Kali Linux "\ Kali Docs @ Kali Tools KBExploit-DB WyAircrack-ng @ Kali Forums @ NetHunter [&Most Visited v [fJOffensive Security '\ Kal

Login: aryastark
Flag: ~/flag.txt
search: |

# system Information _
@ Logout Kingdom:

Webmin spell version:

Processor information
Running processes
CPU load averages
Real memory

Virtual memory
Local disk space

Package updates

&’ STORMLANDS

Stormlands

1.590

Intel(R) Core(TM) i7-4910MQ CPU @ 2.90GHz, 1 cores
0

0.01 (1 min) 0.01 (5 mins) 0.00 (15 mins)

1.44 GB total, 597.49 MB used

1.47 GB total, 0 bytes used

41.18 GB total, 18.63 GB used

All installed packages are up to date

-

]
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Walkthrough

O Use “search” and look for interesting things, found a FileManager

feature

Login: aryastark
Flag: ~/flag.txt

search: [a ]

@ system Information
@ Logout

29

searching fora . .. . found 28 resits :

Matching text

Search Webmin

Source

File Manager

Show files starting with a dot?
Size of buttons in toolbar
..ttempt to use proper character set?
..tract .class files from JAR?

idth for scaled images

..ult archive mode for uploads.
Default user for uploads

File extensions to edit as HTML
Upload as user

Upload

Failed to write to: .

..wser does not support java
File to upload

Retum to Webmin index.

No file selected to upload.
Filename:

upload to a symbolic link
... Are you sure that you want to overwrite it?
Upload to directory

Uncompress ZIP or TAR file?
Upload directory does not exis...
...ou are not allowed to create
Create HTML File

Switch to plain text mode
Upload File

Save and Close

File Manager

Module name
Configuration
Configuration
Configuration
Configuration
Configuration
Configuration
Configuration
Configuration
User interface
User interface
User interface
User interface

User interface
User interface
User interface
User interface
User interface
User interface
User interface
User interface
User interface
User interface

e Manager
File Manager
File Manager
File Manager
File Manager
File Manager
File Manager
File Manager
File Manager
File Manager
File Manager
File Manager
File Manager
File Manager
File Manager
File Manager
File Manager
File Manager
File Manager
File Manager
File Manager
File Manager
File Manager
File Manager
File Manager
File Manager
File Manager

Information Security Confidential - Partner Use Only
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upform.cgi
upform.cgi

upload.cgi | upload2.cgi
File Manager
upform.cgi

File Manager
upload.cgi
edit_html.cgi
upload.cgi

upload.cgi

upform.cgi

upform.cgi

upload.cgi

upload.cgi | upload2.cgi
edit_html.cgi
edit_html.cgi
upform.cgi
edit_html.cgi

File Manager
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Walkthrough

O Get another flag from /nome/aryastark/flag.txt

J AL PRI el IR ] 24

Jhome/aryastark

I/ Name | Size |

.bash_logout 2208 aryas
.bashrc 3 kB aryas
.profile 675 B aryas’
flag. txt 578 B root

oF| P
A 0 i

Congratulations! you conquered Stormlands. |This is your flgg: 8fc42c6ddf9966db3b09e84365034357I

Now prepare yourself for the next challenge!

The credentials to access to the Mountain and the Vale kingdom are:
user/pass: robinarryn/cr@wn_f@r_a_King-_

db: mountainandthevale

pgAdmin magic will not work. Command line should be used on that kingdom - Talisa Maegyr
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References

* Vulnhub website
https://www.vulnhub.com

* Vulnerable VM URL
https://www.vulnhub.com/entry/game-of-thrones-ctf-1,201/

» John the Ripper
http://www.openwall.com/john/
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