
Information Security Inc.

Maltrail



Information Security Confidential - Partner Use Only

Contents

2

• About Maltrail

• Testing Environment

• Blacklists utilized

• Architecture

• Installing Maltrail

• Running Maltrail

• References



Information Security Confidential - Partner Use Only

About Maltrail

3

• Maltrail is a malicious traffic detection system, utilizing publicly 

available (black)lists containing malicious and/or generally 

suspicious trails, along with static trails compiled from various AV 

reports and custom user defined lists
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• Where trail can be anything from domain name (e.g. 

zvpprsensinaix.com for Banjori malware), URL (e.g. 

http://109.162.38.120/harsh02.exe for known malicious executable), 

IP address (e.g. 185.130.5.231 for known attacker) or HTTP User-

Agent header value (e.g. sqlmap for automatic SQL injection and 

database takeover tool)
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• Maltrail is based on the Traffic -> Sensor <-> Server <-

> Client architecture
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• Sensor(s) is a standalone component running on the monitoring 

node (e.g. Linux platform connected passively to the 

SPAN/mirroring port or transparently inline on a Linux bridge) or at 

the standalone machine (e.g. Honeypot) where it "monitors" the 

passing Traffic for blacklisted items/trails

• Server's primary role is to store the event details and provide back-

end support for the reporting web application

• Events for the chosen period are transferred to the Client, where 

the reporting web application is solely responsible for the 

presentation part
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• Kali Linux 2018.1
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• apt-get install git python-pcapy
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• git clone https://github.com/stamparm/maltrail.git
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• Starting the sensor
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• Starting the sensor
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• Starting the server
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• Access the reporting interface (i.e. Client) by visiting the 

http://192.168.10.12:8338 (default credentials: admin:changeme!) 

from your web browser



Information Security Confidential - Partner Use Only

Running Maltrail

15

• Access the reporting interface (i.e. Client) by visiting the 

http://192.168.10.12:8338 (default credentials: admin:changeme!) 

from your web browser



Information Security Confidential - Partner Use Only

Running Maltrail

16



Information Security Confidential - Partner Use Only

Running Maltrail

17



Information Security Confidential - Partner Use Only

References

18

• Github

https://github.com/stamparm/maltrail


