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About Maltrail

« Maltrail is a malicious traffic detection system, utilizing publicly
available (black)lists containing malicious and/or generally
suspicious trails, along with static trails compiled from various AV
reports and custom user defined lists

altrail #
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About Maltrail

* Where trail can be anything from domain name (e.g.
zvpprsensinaix.com for Banjori malware), URL (e.g.
http://109.162.38.120/harsh02.exe for known malicious executable),
IP address (e.g. 185.130.5.231 for known attacker) or HTTP User-
Agent header value (e.g. sglmap for automatic SQL injection and
database takeover tool)

altrail
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Blacklists utilized

alienvault, autoshun, badips, bambenekconsultingc2dns,
bambenekconsultingc2ip, bambenekconsultingdga, bitcoinnodes,
blocklist, botscout, bruteforceblocker, ciarmy, cruzit,
cybercrimetracker, deepviz, dataplanesipinvitation,
dataplanesipquery, dataplane, dshielddns, dshieldip,
emergingthreatsbot, emergingthreatscip, emergingthreatsdns,
feodotrackerdns, malwaredomainlist, malwaredomains, malwarepatrol,
maxmind, myip, nothink, openbl, openphish, packetmailcarisirt,
packetmailramnode, palevotracker, policeman, proxylists, proxyrss,
proxy, ransomwaretrackerdns, ransomwaretrackerip,
ransomwaretrackerurl, riproxies, rutgers, sblam, securityresearch,
snort, socksproxy, sslipbl, sslproxies, torproject, torstatus,
turris, urlvir, voipbl, vxvault, zeustrackerdns, zeustrackerip,
zeustrackermonitor, zeustrackerurl, etc.
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Architecture

* Maltrail is based on the Traffic -> Sensor <-> Server <-
> Client architecture

=>‘<:>g<::> Al

Traffic Sensor Server Client
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Architecture

« Sensor(s) is a standalone component running on the monitoring
node (e.g. Linux platform connected passively to the
SPAN/mirroring port or transparently inline on a Linux bridge) or at
the standalone machine (e.g. Honeypot) where it "monitors" the
passing Traffic for blacklisted items/trails

 Server's primary role is to store the event details and provide back-
end support for the reporting web application

» Events for the chosen period are transferred to the Client, where
the reporting web application is solely responsible for the
presentation part
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Testing Environment

« Kali Linux 2018.1

# cat /etc/*rel*
DISTRIB_ ID=Kali
DISTRIB RELEASE=kali-rolling
DISTRIB CODENAME=kali-rolling
DISTRIB DESCRIPTION="Kali GNU/Linux Rolling"
PRETTY NAME="Kali GNU/Linux Rolling"
="Kali GNU/Linux"

=kali

VERSION="2018.1"
VERSION ID="2018.1"
ID LIKE=debi
ANSI COLOR="1;31"
HOME URL="http://www.kali.
ORT _ ="http://forums.kali.org/"
> REPORT URL="http://bugs.kali.org/"
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Installing Maltrail

« apt-get install git python-pcapy
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Installing Maltrail

* git clone https://github.com/stamparm/maltrail.git
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Running Maltrail

« Starting the sensor
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Running Maltrail

« Starting the sensor
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Running Maltrail

« Starting the server
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Running Maltrail

* Access the reporting interface (i.e. Client) by visiting the
http://192.168.10.12:8338 (default credentials: admin:changeme!)
from your web browser
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Running Maltrail

* Access the reporting interface (i.e. Client) by visiting the
http://192.168.10.12:8338 (default credentials: admin:changeme!)
from your web browser

[0l iy
vj““ altrail 2018-02-25 (today) Documentation | Issues | Log Out (admin)

[

Threats

——
25 v threats per page Filter Q | Clear || Print ‘
s § severity § seen § seen & s| i $ srcip § src — — ¢ trail §| info § refi s 9

threat §| sensor §

No matching threats found

Showing 0 to 0 of O total threats Previous | Next
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Running Maltrail

medium

Severity

fdas3tes

elec7das

Eazca < h

Ebeasala
2990able

74b470890

\ srts10e

46735690
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Running Maltrail

100 v threats per page Filter Q | cer || pane || Toos

threat § sensor § events § severity

reference

Kali2017 2 1 |19 [c) uop (static)
2017 | 2| BB 20:27:20| L [152168.10128, [ 58558 S3(ns) | uop | | whatsmyip.org ipinfo (suspicous) | (static
2017 | 3l 20:14:03| | 192168024 © | 88588 S3(dns) | UDP | ypprsensinaix.com | anjori dga (malware) | bambenekconsutting.com
B «ai2o17 1| (B 20:27:04 | [152168.10.128,| ss420 | 4638237221m@ 9001 TP 46,38.237.221 tor exit node (suspicious) | blutmagie.de +1
(50| 2017 1| D 20:27:08 | [12.168.00.24] 41780 51156920300 9001 T | @ 511589203 srinene tor exit node (suspicious) | blutmagie.de
| o0y || 1| GEED | = 202708 | [12168.0024 57552 |13102200000m8 9001 | T | 134.102.200.101 tor exit node (suspicious)  blutmagie.de =
kali2017 1| @EED | 20:27:05 | 25 20:27:05 192.168.10.12 &, | 58278 193111144550 9002 e | @ |193a111445umm A tor exit node (suspicious) | blutmagie.de
(B850 | «aii2017 1| GEED | = 20:18:23 | 25 20:18:23 192.168.10.02 4| 43042 | 216.58.196.2380| So(htp) | TcP | (@ |[saimep user agent (suspicious) | (heuristic)
kali2017 1] 20:19:17 | 35 20:19:17 192.168.10.12 4| 43262 | 216.58.196.23800 so(htp) | TP | (@) |nmap user agent (suspicious) | (heuristic)
[etemas)| xali2017 1| @D | = 20:27:08 | 25" 20:27:08 | [192168.100124 | 57520 | 217.182.198.95 M| 443 (nttps) | TCP @ |217.182.19895 tor exit node (suspicious) | blutmagie.de

Showing 1 to 10 of 10 threats Previous - Next
Powered by Maltrail (v0.10.309)
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References

* Github
https://github.com/stamparm/maltrail
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