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About RoxySploit

* RoxySploit is a community-supported, open-source and
penetration testing suite that supports attacks for numerous
scenarios. conducting attacks in the field
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Tested OS

Tested on
Arch Linux
Kali Linux
Ubuntu
Debian
Centos
Android
MacOSX

Windows

Working
Working
Working
Working

Not Tested
Working :)
Needs porting

Ha no.
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Testing Environment

« Kali Linux 2018.1

# cat /etc/*rel*

DISTRIB ID=Kali

DISTRIB RELEASE=kali-rolling

DISTRIB CODENAME=kali-rolling

DISTRIB DESCRIPTION="Kali GNU/Linux Rolling"

PRETTY NAME="Kali GNU/Linux Rolling"
="Kali GNU/Linux"

ID=kali

/JERSION="2018.1"

VERSION ID="2018.1"

ID LIKE=debian

ANSI COLOR="1;31"

HOME URL="http://www.kali.org/"

SUPPORT URL="http://forums.kali.orc

3UG_REPORT URL="http://bugs.kali.orc
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Installing RoxySploit

* Cloning GitHub repository
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Installing RoxySploit

* Installing RoxySploit

in /usr/lo
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Running RoxySploit

* Running RoxySploit
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Running RoxySploit

* Running RoxySploit
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Running RoxySploit

* RoxySploit Help menu

rsf > help

Commands

retarget
ipnet
banner
help
clear
show
clean
plugin
exit
search
rsfupdate

Description

Run a shell command

Shortcut for help

Reset global target settings
Run network info

Print the startup banner
Print out help

clear screen

list a module

clear all log files

Gives info about plugins

Quit framework

Search for Payloads::Exploits::Others
Update the roxysploit package
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Running RoxySploit

* RoxySploit list plugins
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smbtouch

lepulsar

aurora
picklock
bunnysploit
bl

oute

esteema:
iloot
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Running RoxySploit

* Using eternalblue plugin

> retarget

getting Se

(
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Running RoxySploit

* Using eternalblue plugin
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Running RoxySploit

* Using eternalblue plugin
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References

* Kitploit
https://www.Kitploit.com/2018/02/roxysploit-penetration-testing-suite.html
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