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• OnionScan is a free and open source tool for investigating the Dark 

Web

• OnionScan goals => to help operators of hidden services find and 

fix operational security issues with their services

• OnionScan goals => to help researchers and investigators monitor 

and track Dark Web sites
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• Web sites => Apache mod_status Leak, Open Directories, EXIF 

Tags, Server Fingerprint, Analytics IDs, PGP Identities

• SSH => OnionScan collected information about SSH endpoints 

including software versions and the SSH public key fingerprint

• FTP & SMTP => OnionScan collected information from other non-

web servers, most notably software banners. These banners are 

often misconfigured to reveal information about the target server -

including OS version, and sometimes hostnames and IP addresses



Information Security Confidential - Partner Use Only

What is scanned for?

5

• Cryptocurrency Clients => OnionScan scans for common 

cryptocurrency clients including Bitcoin and Litecoin

• Protocol Detection => OnionScan also detects for the presence of 

many other protocols including IRC, XMPP, VNC & Ricochet 
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• Getting Dependencies
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• tor needs to be installed and running 
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• Compile from git cloned source
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• Compile from git cloned source
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• Web scan
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• OnionScan database



Information Security Confidential - Partner Use Only

QuickStart

13

• OnionScan database
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• OnionScan database
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• GitHub

https://github.com/s-rah/onionscan

• OnionScan Doc (Whats scanned)

https://github.com/s-rah/onionscan/blob/master/doc/what-is-

scanned-for.md

• OnionScan Doc

https://github.com/s-rah/onionscan/blob/master/doc/

https://github.com/s-rah/onionscan
https://github.com/s-rah/onionscan/blob/master/doc/what-is-scanned-for.md

