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About Infection Monkey

» The Infection Monkey is an open source security tool for testing a
data center's resiliency to perimeter breaches and internal server
infection

» The Monkey uses various methods to self propagate across a data
center and reports success to a centralized Command and
Control(C&C) server
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Architecture

* Monkey - A tool which infects other machines and propagates to
them

» Monkey Island - A C&C server with a dedicated Ul to visualize the
Chaos Monkey's progress inside the data center

G-
&
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Architecture

* The monkey is composed of three separate parts

* * The Infection Monkey itself - Pylnstaller compressed python
archives

« * Sambacry binaries - Two linux binaries, 32/64 bit
* * Mimikatz binaries - Two windows binaries, 32/64 bit

Information Security Confidential - Partner Use Only iSEC

information sccurity inc.



Requirements

» The C&C Server has been tested on Ubuntu 14.04,15.04 and
16.04

» The Monkey itself has been tested on Windows XP, 7, 8.1 and 10

* The Linux build has been tested on Ubuntu server (multiple
versions)
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Testing Setup

| Kal |

| Browser | +++++++

| Edge |
| Windows10]|

IP: 192.168.10.101

IP: 192.168.87.8

Information Security Confidential - Partner Use Only
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Installing Infection Monkey

* Installing the InfectionMonkey on Linux
» Downloading Infection Monkey

& RiE&EniE

https://www.guardicore.com/infectionmonkey/ G WEI i

InfectionMonkey  Careers  Contact Us

c Guardicore PRODUCT  USECASES  PARTNERS = COMPANY  RESOURCES BLOG  SUPPORT  LABS

How Resilient is Your Data Center to Advanced Threats?

With data center breaches in the headlines on a daily basis, ensuring the security and resiliency of your most important assets has
never been a higher priority. And the first step in any advanced protection program is to identify potential risk to targeted attacks

To help security professionals better test and assess potential vulnerabilities in their systems, GuardiCore has developed a new open
source tool, called the Infection Monkey, that allows pen testers and other security assessment pros to test their data center
systems for potential security risks. The Infection Monkey is a free, modern tool that helps verify the effectiveness of security
deployments and shed light on the weaker parts of the security chain.

INFECTION
IONKEY

Information Security Confidential - Partner Use Only iSEC

information sccurity inc.



Installing Infection Monkey

* Installing the InfectionMonkey on Linux
» Unpacking the tarball

:~/Monkey# tar -xf infection monkey.tgz
:~/Monkey# 1ls -lah
total 112M
drwxr-xr-x 2 root root 4.0K Feb 12
root 16K

o =

ot root
13 > YOOt
“TWXL=XT=X root root
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Installing Infection Monkey

* Installing the InfectionMonkey on Linux
* Installing Flask-pymongo
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Installing Infection Monkey

* Installing the Monkey on Linux
* Installing the Monkey Island
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Installing Infection Monkey

* Installing the Monkey on Linux
* Verify the Monkey service is functional
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Installing Infection Monkey

* Installing the Monkey on Linux
* Verify the Monkey service is functional
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Installing Infection Monkey

» Access the Monkey’s Island GUI by browsing to
https://192.168.87.8:5000/admin/index.html

€50 8 O ]

rrrrrrrrrr
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Running Infection Monkey

» The Monkey can be run in two ways =>

1) With the Monkey Island as the initial attacker. This will use the
Monkey Island server as a starting position for the Monkey, from
which it will expand based on the configuration

Test Management

Run Monkey on Island Kill All Monkeys = Reset Database
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Running Infection Monkey

1) With the Monkey Island as the initial attacker. This will use the
Monkey Island server as a starting position for the Monkey, from
which it will expand based on the configuration

Run Monkey

This action will run infection monkey on the Island server.
Please choose the IP address to be used as the server for the monkeys:

192.168.87.8 M

Run Monkey Cancel
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Running Infection Monkey

1) With the Monkey Island as the initial attacker. This will use the
Monkey Island server as a starting position for the Monkey, from
which it will expand based on the configuration

Run Monkey

Monkey Started!
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Running Infection Monkey

1) With the Monkey Island as the initial attacker. This will use the
Monkey Island server as a starting position for the Monkey, from
which it will expand based on the configuration

Num of Monksys: 1 (0 exploiting were done)
Monkeys Alive: 1

Num of Hosts Not Exploited: 0

Num of Tunnels Used: 0

Display Scanned Hosts:

Map Legend

Monkey Details

XeonPowerful ¢ Focus |
w Name: XsonPowerful
— D iption: Linux ful 4.4.0-112-generic
XeonPowerful #135- s 5
192.168.87.8 135-Ubuntu SMP Fri Jan 19 11:48:36 UTC 2018
x86_064 x86_64
Internet Access: : true
Last Seen: 2018-02-12 22:03:08.040000+00:00
IP Address:

+ 192.168.87.8

- 192.168.86.12

+ 192.168.65.3

- 172.16.37.1
Exploited by:

+ Manusal Run
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Running Infection Monkey

2) Running the Monkey from a machine elsewhere network
Download the appropriate Monkey executable (Linux/Windows and
matching 32/64 bitness) using the following path
https://192.168.87.8:5000/api/monkey/download/[binaryToDownload]
(monkey-windows-32.exe, monkey-windows-64.exe, monkey-linux-
32, monkey-linux-64)
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https://192.168.87.8:5000/api/monkey/download/[binaryToDownload

Running Infection Monkey

» Execute the Monkey from the console, passing the server address
as a parameter and the magic keyword for execution

» Example “./monkey mOnk3y -s 192.168.87.8:5000”
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Running Infection Monkey

» Execute the Monkey from the console, passing the server address
as a parameter and the magic keyword for execution

« Example “./monkey-linux-64 mOnk3y -s 192.168.87.8:5000”

Num of Monkeys: 1 (0 exploiting were done)
Monkeys Alive: 1

Num of Hosts Not Exploited: 0

Num of Tunnels Used: 0

Display Scanned Hosts: m

Map Legend

IR

kali2017

192.168.10.12 Monkey Details
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Running Infection Monkey

 2) Execute the Monkey from the console, passing the server
address as a parameter and the magic keyword for execution

« Example “./monkey-linux-64 mOnk3y -s 192.168.87.8:5000”

=i
undefined
192.168.10105

undefined
= 192.168.10.15

kali201
192.168.1Q¢12

undefined

192.168.10.33 g

undefined
192.168.10.1
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References

» Official website
https://www.guardicore.com/infectionmonkey/

* Github
https://github.com/guardicore/monkey
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