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About SpiderFoot

» SpiderFoot is an open source intelligence automation tool. Its goal
Is to automate the process of gathering intelligence about a given
target, which may be an IP address, domain name, hostname or
network subnet
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What can | do with SpiderFoot?

* The data returned from a SpiderFoot scan will reveal a lot of
information about your target, providing insight into possible data
leaks, vulnerabilities or other sensitive information that can be
leveraged during a penetration test, red team exercise or for threat
intelligence
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Install SpiderFoot

* Install dependencies
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Install SpiderFoot

* Clone the GitHub repository

into

v

eiving obj
olving d
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Run SpiderFoot

* Run SpiderFoot

09/Feb/2018:
09/Feb/2018:
09/Feb/2018:
09/Feb/2018:
09/Feb/2018
09/Feb/2018:

17:09:20
T9 5093526
157 3

17 209:2(
:17:09:3

:5001
Kk kkkhkhkkkkhkkkhkhkkkkkkkkkhkkx

ENGINE

ENGINE Listening for

ENGINE Listening for

ENGINE s STARTING

ENGINE S ing ion http://0.0.0.0:5001
ENGINE S
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Run SpiderFoot

* Run a New Scan, scan using Tor “Onion City”

D @ 192.168.10.12:5001/newscant

Enter text to search

’E‘g SpiderFoot

New Scan

Scan Name

Onion

Seed Target

rtma.tk x |

By Use Case By Required Dats

abuse.ch
Accounts

AdBlock Check
Ahmia

AlienVault OTX &

AlienVault IP Reputation

O|00ooo|o

Archive.org

No results < > Options v

iE Scans # Settings

Usage

The Seed Target can be one of the
following. SpiderFoot will automatically
detect the target type based on the
format of your input.

Domain Name: e.g. example.com

IP Address: e.g. 1.2.3.4

Hostname/Sub-domain: e.g.

abc.example.com

Subnet: e.g. 1.2.3.0/24

E-mail address: e.g. s malicious according to abuse.ch.
bob@exeinpletam in nearly 200 websites like Ebay, Slashdot, reddit, etc.
Check if linked pages would be blocked by AdBlock Plus.

Search Tor 'Ahmia’ search engine for mentions of the target domain.

Obtain information from AlienVault Open Threat Exchange (OTX)

Check if an IP or netblock is malicious according to the AlienVault IP Reputation database.

Identifies historic versions of interesting files/pages from the Wayback Machine.
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Run SpiderFoot

* Run a New Scan, scan using Tor “Onion City” search engine

Eg SpiderFoot & NewScan  iEScans  / Settings

[1 McAfee SiteAdvisor Check if a host/domain is malicious according to McAfee SiteAdvisor.
[] multiproxy.org Open Proxies Check if an IP is an open proxy according to multiproxy.org' open proxy list.
[ Name Extractor Attempt to identify human names in fetched content.
[ Nothink.org Check if a host/domain, netblock or IP is malicious according to Nothink.org.
Search Tor 'Onion City' search engine for mentions of the target domain.
[] Open Bug Bounty Check external vulnerability scanning/reporting service openbugbounty.org to see if the target is listed.
[] Page Info Obtain information about web pages (do they take passwords, do they contain forms, etc.)
[] PasteBin PasteBin scraping (via Google) to identify related content.
[] Pastie.org Pastie.org scraping (via Google) to identify related content.
[1 PGP Key Look-up Look up e-mail addresses in PGP public key servers.
[] PhishTank Check if a host/domain is malicious according to PhishTank.
[] Phone Numbers Identify phone numbers in scraped webpages.
[] PortScanner-TCP Scans for commonly open TCP ports on Internet-facing systems.
[] Psbdmp.com Check psbdmp.cc (PasteBin Dump) for potentially hacked e-mails and domains.
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Run SpiderFoot

* Run a New Scan, scan using Tor “Onion City” search engine

[] Wikipedia Edits Identify edits to Wikipedia articles made from a given IP address or username.

[] XForce Exchange & Obtain information from IBM X-Force Exchange

[] Yahoo Some light Yahoo scraping to identify sub-domains and links.

[] Zone-H Defacement Check Check if a hostname/domain appears on the zone-h.org 'special defacements' RSS feed.

Run Scan

Note: Scan will be started immediately.
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Run SpiderFoot

* Scan Results

’E:).i SpiderFoot % New Scan = Scans # Settings

Onion

@® Status  IEBrowse % Graph @ Scan Settings W Log

Total Unique Status [EINISEI=E2E Errors kB

2
g
S 30%
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Run SpiderFoot

* Footprint Scan

E:g SpiderFoot 4 NewScan  EScans  / Settings © About

2

New Scan

Scan Name

HackYourself

Seed Target

hackyourselffirst.troyhunt.com

By Use Case

o Al

O Investigate

O Passive

12

By Required Data By Module

Get anything and everything about the target.

All SpiderFoot modules will be enabled (slow) but every possible piece of information about the target will be obtained and analysed.

U what ion this target to the Internet.

Gain an understanding about the target's network perimeter, associated identities and other information that is obtained through a lot of web crawling and search engine
use.

Best for when you suspect the target to be malicious but need more information.

Some basic footprinting will be performed in addition to querying of blacklists and other sources that may have information about your target's maliciousness.

When you don't want the target to even suspect they are being investigated.

As much information will be gathered without touching the target or their affiliates, therefore only modules that do not touch the target will be enabled.
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Run SpiderFoot

* Footprint Scan

F¥] SpiderFoot @ Newscan = mScans £ Setings @ About

HackYourself

@ Status @ Browse # Graph  © Scan Settings W Log

Total Unique Status [JRENNINEl Errors
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Run SpiderFoot

* Footprint Scan => Domains, subdomains Graph

Eg SpiderFoot ~ #NewScan | EScans  / Settings © About

HackYourself

@ Status  iE Browse ¥ Graph @ Scan Settings W Log m ﬁ

. hackyourselffirst.troyhunt.com|
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Run SpiderFoot

* Visualize Discovery Path

HackYourself

® Status i Browse % Graph @ Scan Settings Wl Log m [SIF N | Secarch

Bubble (Data Element)
Bubble (Source Data Element)

Discovery Path

Browse Historic URL (Accepts Passwords)

e} e} O http:/wab.archive.o.
o) ttacker. o) hack... O
hack. O hilp:ie o} O hitp:tiveb.archive.o.
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Run SpiderFoot

* Visualize Bubble (Source Data Element)

@ Status i Browse % Graph  © Scan Settings W Log

Bubble (Data Element)

Bubble (Source Data Element)

Discovery Path

Browse URL (Form) ‘
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Run SpiderFoot

» Browse > URL (Accepts Passwords)

HackYourself

@ Status

i= Browse ¥ Graph & Scan Settings W Log

| Browse URL (Accepts Passwords}l

(]

0

|
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Data Element
http://attacker.hackyourselffirst.troyhunt.com/Account/Logi

n

http://attacker.hackyourselffirst.troyhunt.com/Account/Regi
ster

http://attacker.hackyourselffirst.troyhunt.com/bundles/jque
ryval?v=k09SZjRLUEVNZbFlwaT1hsJ@tengQHk32HeNdumCbRM1

http://hackyourselffirst.troyhunt.com/Account/Login

http://hackyourselffirst.troyhunt.com/Account/Register

Source Data Element
http://attacker.hackyourselffirst.troyhunt.com/Account/Logi

n

http://attacker.hackyourselffirst.troyhunt.com/Account/Regi
ster

http://attacker. hackyourselffirst. troyhunt.com/bundles/jque
ryval?v=k09SZjRLUEVNZbF 1waT1hs1@tengQHk32HeNdumCbRML

http://hackyourselffirst.troyhunt.com/Account/Login

http://hackyourselffirst.troyhunt.com/Account/Register
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Source
Module

sfp_page
info

sfp_page
info

sfp_page
info

sfp_page
info

sfp_page
info

Identified

2018-82-09 1
8:05:46

2018-02-89 1
8:04:18

2018-62-09 1
8:06:04

2018-62-09 1
8:11:13

2018-62-09 1
8:10:47
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References

 SpiderFoot
http://www.spiderfoot.net/index.html

* Github
https://qithub.com/smicallef/spiderfoot

» SpiderFoot documentation
http://www.spiderfoot.net/documentation/
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