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• CALDERA is an automated adversary emulation system that

performs post-compromise adversarial behavior within Windows 

Enterprise networks

• Blueteam => what can you detect and how fast can you handle it
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• CALDERA only supports Windows Enterprise networks that are 

configured as a Windows Domain

• At a minimum this will contain a Domain Controller running 

Windows Server 2008 R2 through 2016 and two Windows 

Enterprise computers joined to that domain

• Because the techniques and tactics currently built into CALDERA 

are unique to Windows domains

• The CALDERA server can be installed on either Linux or Windows
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------------------ CALDERA_Agent1

| Domain       |

| Member      |

| Windows 10| +++++++                                  -----------------------

------------------- |        Domain        |

IP:192.168.10.109                   +++++++++++++ |      Controller      |

---------------- | Server 2008 R2 |

| CALDERA |  +++++++                                 ------------------------

| Server       |                                                   IP:192.168.10.108

| Windows10|                                                   ----------------------

---------------- +++++++++++++  |   Windows 10   |

IP: 192.168.10.101                                                |   Domain        | CALDERA_Agent2

|   Member         |

------------------
IP: 192.168.10.111
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• Creating a CALDERA Network
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• Creating a CALDERA Network, Networks are just collections of 

host, a simple way for CALDERA to organize and group together 

computers
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• Creating a CALDERA Network
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• Creating Adversary 
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• CALDERA documentation

https://caldera.readthedocs.io/en/latest/

• CALDERA documentation

https://caldera.readthedocs.io/en/latest/first_operation.html

https://caldera.readthedocs.io/en/latest/

