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About Phishing Catcher

 Catching malicious phishing domain names using certstream SSL
certificates live stream
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https://certstream.calidog.io/

Testing Environment

« Kali Linux 2018.1

# cat /etc/*rel*
DISTRIB ID=Kali
DISTRIB RELEASE=kali-rolling
DISTRIB )ENAME=kali-rolling

DISTRIB:D SCRIPTION="Kali GNU/Linux Rolling"

PRETTY NAME="Kali GNU/Linux Rolling"
NAME="Kali GNU/Linux"

SUPPORT URL="http://forum:
BUG REPORT URL="http://bugs.kali.org/"
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Installing Phishing Catcher

* Cloning GitHub repository

://github.com/x0rz/phishing catcher.git

Cloning

re e: > .
1 0 (delta 0), pack-reused 92
done.
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Installing Phishing Catcher

* Installing requirements
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Running Phishing Catcher

« ./catch_phishing.py
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Running Phishing Catcher

* Example phishing caught
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Running Phishing Catcher

« Example phishing caught

&« cC o ® paypal com securepants.ga v Q9 W

@ Deceptive site ahead

Firefox blocked this page because it may trick you into doing something dangerous like installing software or
revealing personal information like passwords or credit cards.

Advisory provided by Google Safe Browsing.
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Running Phishing Catcher

« Example phishing caught

Security error x

< C A Dangerous paypal.com.securepants.ga

Deceptive site ahead

Attackers on paypal.com.securepants.ga may trick you into doing something dangerous
like installing software or revealing your personal information (for example, passwords,

phone numbers, or credit cards). Learn more

(] Automatically send some system information and page content to Google to help detect
dangerous apps and sites. Privacy policy

DETAILS Back to safety
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