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• Noriben is a Python-based script that works in conjunction with 

Sysinternals Procmon (https://docs.microsoft.com/en-

us/sysinternals/downloads/procmon) to automatically collect, 

analyze, and report on runtime indicators of malware

• Wrapper for Microsoft SysInternals Process Monitor
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• Bypassing Anti-Sandboxing => use Noriben is with malware that is 

VM and Sandbox aware

• Command Line-Based Applications 

• General Attack Artifacts => used by pentesters to determine what 

system artifacts exist when launching an attack against a system or 

service

• Perfect for Malware Analysis on the Road

• Events filtering using Procmon Filter PMC
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• Downloading from Github
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• Copying Procmon.exe to the Noriben folder
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• Running Noriben.py
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• Running the malware
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• Pressing Ctrl-C to stop the scan => Notepad then automatically 

opens the resulting text report shows a lot of data
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• Verifying the reports
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• Malware.jar modifying auto-execute functionality vy setting/creating 

a value in the registry 
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• Malware.jar executing a visual basic script
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• Malware.jar creating new processes => javaw.exe creating 

java.exe
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• Getting rid of the following error by installing the six python module 
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