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About SMB Relay

* SMB Relay is a well-known attack that involves intercepting SMB
traffic and relaying the NTLM authentication handshakes to a target

This is Admin
I'd like to login
This is Admin I'd like
to login

R |

Encrypt challenge X with
the admin hash

Target
Attacker 2

Encrypt challenge X with \
the admin hash

Here is the encrypted

challenge Here is the encrypted

challenge
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Access Granted!!
Access DENIED!!
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About Snarf&Responder

» Snarf is a software suite to help increase the value of man-in-the-
middle attacks

» Snarf waits for the poisoned client to finish its transaction with the
server (target), allows the client to disconnect from our host, and
keeps the session between our host and the target alive

« We can run tools through the hijacked session under the privilege
of the poisoned user

purpleteam / snarf
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About Snarf&Ettercap

* Ettercap: A suite for man in the middle attacks
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Testing Setup

| Domain |
| Member |
| Windows 10| +++++++

| Attacker | ++++++++
| Machine |
| Kali Linux |

IP: 192.168.10.12

| Domain |
+++++++++++++|  Controller |

| Server 2008 R2 |

+++++++++++++ | Windows 10 |
| Domain |
| Member |

IP: 192.168.10.111
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Requirements

* Linux (Kali works fine)

* NodeJS -- Snarf is implemented in Node to take advantage of it's snazzy
event-driven 1/O

» An existing MITM / redirection strategy -- Snarf will not MITM the victim, it will
only capitalize on it

- ARP poisoning

- DHCP poisoning
- LLMNR poisoning
- ICMP redirect

- GRE tunnels
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Installing and using Snarf/Ettercap

e Snarf

apt-get install nodejs

git clone https://github.com/purpleteam/snarf.git

 Ettercap = installed by default in Kali linux

k*x%* IMPORTANT NOTE ***x*

ettercap NG (formerl

SYNOPSIS
ettercap
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Installing and using Snarf/Ettercap

« Starting Snarf

Information Security Confidential - Partner Use Only f.SEC
nformation uv(ry inc.



Installing and using Snarf/Ettercap

« Starting Ettercap with two targets (192.168.10.108 and 192.168.10.111) =>
Snarf is ready to process the incoming sessions

' script in the etter.conf file
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Installing and using Snarf/Ettercap

» A session comes in => Is it kept alive by Snarf each using original user
credentials while originating from the original Source IP

Hash: unknown
Setting UID to 2049

Setting Challenge to 84540e8254f2be3f

sh: 565465f5e9fd6éccb 8c6b0afc:01010000000000007245733adc7

90054004 480001001400420041 41004e004100470 0045004 0400140 0
0061006e0061006e00610047006c00650 002e007300770069007400630068002e006e006
0650073000700080072457 dc7£d4301060004000200000008003000300000000000000000
0 . 212446376930 4da21e0dbf000000000000000000000

Setting UID to 2049
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Installing and using Snarf/Ettercap

» A session comes in => Is it kept alive by Snarf each using original user
credentials while originating from the original Source IP

€ @ 127.00.1:4001 R T
Control About

D | Curent? Connection Username Host Fresh Hash

£ - 192.168.10.108 ~ 192.168.10.111 SWITCH\Administrator Y o s 8002) 3s NTLMv2 Kil | choose

7] 192.168.10.108 - 102.168.10.111 SWITCH\Administrator s 66 Bl €002) 185 NTLMv2 Kil | choose

43 19216810111 ~ 192.168.10.108 unknownlunknown el 1725 unknown kil | choose
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Installing and using Snarf/Ettercap

« Enumeration using smbclient
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Mitigations

* Disable LLMNR and/or NBSNS
http://www.pcigsatalk.com/2016/03/disable-Imnr-netbios.html

« SMB signing
https://technet.microsoft.com/en-us/library/jj852239(v=ws.11).aspx
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http://www.pciqsatalk.com/2016/03/disable-lmnr-netbios.html
https://technet.microsoft.com/en-us/library/jj852239(v=ws.11).aspx
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References

* Sparf
https://github.com/purpleteam/snarf

» Ettercap
https://github.com/Ettercap/ettercap

* SMB Relay
https://pen-testing.sans.org/blog/2013/04/25/smb-relay-demystified-and-ntimv2-pwnage-
with-python
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