
Information Security Inc.

Nzyme



Information Security Confidential - Partner Use Only

Contents

2

• About Nzyme

• How Does It Work?

• Test Setup

• Installing the requirements

• Installing Nzyme

• Configuring and using Nzyme

• References



Information Security Confidential - Partner Use Only

About Nzyme

3

• Java-based program that puts wireless network adapters into 

monitor mode, sniffs management frames from all configured 

2.4Ghz or 5Ghz channels and writes them into a Graylog instance 

for monitoring and analysis

• An open source tool used to detect WiFi attacks or to perform 

incident response after an attack has happened
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• Nzyme reads 802.11 WiFi frames directly from the air using any 

WiFi adapter that supports monitor mode

• Then parses the frames and sends them over the network to a 

Graylog (free and open source log management) setup
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• Kali Linux 2017 version 3
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• Alpha wireless card => AWUS036NHA
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• Make sure Java 7 or 8 is installed
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• Graylog (open source log management platform) => installation 

(http://docs.graylog.org/en/2.3/pages/installation/operating_system

_packages.html); 

(http://docs.graylog.org/en/2.3/pages/installation/os/debian.html)

• Installing the required packages

http://docs.graylog.org/en/2.3/pages/installation/operating_system_packages.html
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• Installing mongodb
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• Installing Elasticsearch
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• Downloading and installing Graylog server
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• Downloading and installing Graylog server
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• Adding the required passwords
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• Starting Graylog server
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• Setting up GELF TCP input
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• Setting up GELF TCP input
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• Downloading and installing the latest release
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• Create a new file called nzyme.conf in the same folder as your 

nzyme.jar file
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• Running Nzyme
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• Checking Graylog messages injected by Nyzme
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• Nzyme

https://github.com/lennartkoopmann/nzyme

• Introducing Nzyme

https://wtf.horse/2017/10/02/introducing-nzyme-wifi-802-11-frame-recording-and-forensics/

• Graylog

https://github.com/Graylog2/graylog2-server

https://github.com/lennartkoopmann/nzyme
https://wtf.horse/2017/10/02/introducing-nzyme-wifi-802-11-frame-recording-and-forensics/

