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Lateral Pass => Moving through the network

* A lateral pass is used when you can not move forward, you are on
the compromised network but without privileges or account

credentials

* It is important to identify where sensitive data is being stored and

gain access to those environments
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On the network without credentials
=> identify the network

* You breached the network but not having any credentials yet
(popped a box that was not connected to the domain)

* Identify the network (tcpdump,nmap,Intercepter-NG), find the
domain controllers and attack
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On the network without credentials => identify
the network

* Intercepter-NG example: identifying the DC

Q Intercepter-NG 1.0

~Metwark Adapter
utﬂﬂ' I'lnteI[FI] 25741 Gigabit Metwaork Connection’ on local host:192.168.10.109

I

D A X
Frotocol | Tirmn... | From/To | H..| Uszermame | Pazzword |
Kerberos Auth 12:0... 192168.10.108/19216810.111:88 aezZhB-cte-hmac-shal...  SWITCHAG aku: $mskibb...
LOAP Auth 19:0.. 192168.10111192.168.10.108:389 £l ER uldafl0 L3e
LDAP Auth 190, 192168.10111/192.168.10.108:389 £l YIVE pottdICUTD: HS SR, .
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Test Setup

| Attacker |
| Machine |
| Windows 10| +++++++

| Attacker | ++++++++
| Machine |
| Kali Linux |

IP: 192.168.10.12
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| Domain |
+++++++++++++|  Controller |

| Server 2008 R2 |

+++++++++++++ | Windows 10 |

| connected |
| to the domain |

IP: 192.168.10.111
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A variety of attacks to comprise the systems

* ARP poisoning; Used as either resort or for a very specific test
» There is generally a good chance that you will affect end users

ARP Spoofing Attack

Attacker
IP:172.15.1.11
MAC : B

ARP Reply :

IP:172.15.1.1

’ ARP Reply :
MAC: B IP:172.15.1.100
MAC:B

— Switch Router 4
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A variety of attacks to comprise the systems

* ARP poisoning tools

e Cain and Abel
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A variety of attacks to comprise the systems

« Scanning MAC Addresses and listing IPs

[ale ® b B

figure Hel

P +y B uVEEEOYE 02 0

Decoders | @ Network [ Sniffer [ Cracker [ Traceroute [T ccOU [%G7 Wireless [@) Query
L] i -] [2] VY

W APR-SSH-1(0)
8 APR-HTTPS (0)
& APR-ProxyHTTPS (0)
&8 APR-RDP (0)
S APR-FTPS (0)
& APR-POP3S (0)
& APR-IMAPS (0)
S APR-LDAPS (0)
~8 APR-SIPS (0)

< >

‘& APR Status 1P address MAC address | Packets -> | <-Packets | MAC address | IP address
E ﬁ‘; :g:l'; New ARP Poison Routing

WARNING 11t

enables you to hiack IP traffic between the selected host on the left list and all selected hosts on the right fist in both
directions. If a selected host has routing capabilities WAN traffic wil be intercepted as well Please note that since your
machine has not the same performance of a router you could cause DoS ¥ you set APR between your Default Gateway and
al other hosts on your LAN.

IP address
192.168.10.105 001B54014C43
1921681012 000C2973842E
19216810111 000C29725EDB
192.168.10.108 000C291A0%€7

o ] e

IQ Configuration / Routed Packets I

i Hosts |Q APR [ Routing [$\ Passwords [ Vol

Lost packets: 0%
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A variety of attacks to comprise the systems

 Click on the gateway on the right (192.168.10.105) and select
the Hosts you want to attack on the left

New ARP Poison Routing X

WARNING 111

APR enables you to hijack IP traffic between the selected host on the left list and all selected hosts on the right list in both
directions. If a selected host has routing capabilities 'wA&N traffic will be intercepted as well. Please note that since your

machine has not the same performance of a router you could cause DoS if you set APR between pour Default Gateway and
all other hosts on your LAMN.

|P address l rALC l Hosthame

IP address Hosthame
192.168.10.105 001B54014C43 92.168.10.108
192.168.10.12 000C297 3442E 192.168.10.111 0 JB
19216810111 000C29725EDE 192.168.10.12 000C2973442E

192.168.10.108 000C291A0SE7

oK I Cancel
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A variety of attacks to comprise the systems

« Starting MiTM attack

erj Start/Stop APRI

[apeommrd | +v @ e nEEa0en 0 2|0

4

I_@ Decoders Ig Network I* Sniffer I& Cracker IQ Traceroute lm CCbu l“&’) Wireless l%) Query I

I@ APR Status I IP address I MAC address I Packets -> I <- Packets I MAC address l IP address I
oIsonin . 10 . W 10
& APR-Cert (1) Poisoning 192.168.10.105  001B54014C43 0 0 000C29725EDB  192.168.10.111
-2 APR-DNS 192.168.10.105__ [ 001B54014c43 _Jo _J0 | 000C291A09E7 | 192.168.10.108

B APR-SSH-1(0)

&) APR-HTTPS (0)

..... 5y APR-ProxyHTTPS (0)
98 APR-RDP (0)

&) APR-FTPS (0)

-5y APR-POP3S (0)

-8 APR-IMAPS (0) Status I IP address I MAC address Packets -> I <- PacketsJ MAC address I IP address l
&) APR-LDAPS (0) 4@ Full-routing  192.168.10.111  000C29725EDB 3 2 001B54014C43  40.77.228.92
§ Q APR-SIPS (0) 4 Full-routing 192.168.10.111 000C29725EDB 18 10 001B54014C43 111.221.29.254
4 Full-routing  192.168.10.111 000C29725EDB 12 9 001B54014C43 40.77.226.92
4 Full-routing  192.168.10.111 000C29725EDB 1811 5128 001B54014C43 61.86.202.106
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A variety of attacks to comprise the systems

* Looking for clear text passwords, HTTP

ﬁ File View Configure Tools Help

l[aweomhmmz [+9 RymeEe®2n @2 0

[E= o ==

[& Decoders | @ Network |59 Sniffer [f Cracker | &R Traceroute W CCDU |4’ Wireless | Query |

I3\ Passwords ~ HTTP server Password
L9 FTP (0)

=3 IMAP (0)

LDAP (0)

P POP3 (0)

s SMB (0)

9 Telnet (0)

g vNC ()

TDS (0)

TNS (0)

SMTP (0)

NNTP (0)
[&] DCE/RPC (0)
) MSKerb5-PreAutt
8 Radius-Keys (0)
€ Radius-Users (0)
#K1cao
65 IKE-PSK (0)

& mysaL ©

(=) SNMP (0)
% SIP(©) <

BRBEPEP

< GRE/PPP (0) .
: > |@hrre|

Hosts [ @ APR [ Routing |$\ Passwords [ VolP

Lost packets: 0%
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A variety of attacks to comprise the systems

 Looking for clear text passwords, FTP

‘B =)

File View CcTﬁgure 7Tou|s HEIp B o
laweomBwed | +v Ry nEEw0® 507 0
t&; Decoders Ig Network Iﬂ Sniffer lﬂ Cracker Ia Traceroute @ ccou |"' ) Wireless Iﬁ) Query ]

5\ Passwords A | Timestamp | FTP server | Client | Username | Password |
L 1P (1)} 21/12/2017-02:38:40  192.168.10.15  192.168.10.111  anonymous
@ HTTP(1)
5D IMAP (0)
LDAP (0)
W PoP3 (0)
s SMB (0)
S Telnet (0)
VNC (0)

& 05 ©)
& TNs 0
%3 SMTP (0)
P NNTP (0)
DCE/RPC (0)
B3 MSKerb5-PreAuth (0)
&) Radius-Keys (0)
€& Radius-Users (0)
#,1cao

65 IKE-PSK (0)
& mysaL ()
SNMP (0)
& SIP (0)

< GRE/PPP (0)
< PPPOE (0) o {=Taid|
Hosts I@ APR I'i' Routing Iﬁ Passwords [ & VolP I

Lost packets: 0% Z
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A variety of attacks to comprise the systems

* DNS spoofing

i APR Requested DNS name Spoofing IP l #Resp. Spoofed

14

- [Z] APR-Cert (4)
-2, APR-DNS
. APR-SSH-1(0)
() APR-HTTPS (5)
&) APR-ProxyHTTPS (0)
.. 5% APR-RDP (0)

..... £y APR-FTPS (0)
&) APR-POP3S (0)
{5 APR-IMAPS (0)
-5 APR-LDAPS (0)
-2 APR-SIPS (0)

www.amd.com

192.168.10.12 1

DNS Spoofer for APR

— DMNS Mame Requested

X

~ IP address to rewrite in response packets

|192.1se.10.

12 Resolve |

aK I Cancel |
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References

* Cain and Abel
http://www.oxid.it/cain.html

» Wikipedia ARP spoofing
https://en.wikipedia.org/wiki/ARP_spoofing
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