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• To provide materials that allows anyone to gain practical 'hands-on' 

experience in digital security, computer software & network 

administration
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• Target VM: Covfefe

• Download the ova file  
https://download.vulnhub.com/covfefe/covfefe.ova

• Import  the ova file into your favorite hypervisor; 

• Attach a DHCP enabled interface to the machine and run it

• Objective

Find the flags

https://download.vulnhub.com/covfefe/covfefe.ova
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◎Testing environment

Linux Kali (attacker) >>> Covfefe (target vm)
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◎From the attacker machine run the following command to find out 

Target VMs IP address:

◎Scan the target machine IP (192.168.136.131)
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◎ Explore Port 80 in a browser; Nginx webserver

”
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◎ Explore page source; nothing too interesting

”
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◎ Use dirb tool to scan the host on port 80; nothing found



Information Security Confidential - Partner Use Only

Walkthrough

10

◎ Exploring port 31337 using curl; python webserver running
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◎ Use dirb tool to scan the host on port 31337
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◎ Explore robots.txt using curl
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◎ Capturing the flag
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◎ Download the private key from .ssh directory
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◎ Try to login using the private key, the key is encrypted
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◎ Cracking the key using John the Ripper
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◎ Logging to the machine using the private key
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◎ From .bash_history we can see read_message program running
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◎ Running read_message
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◎ Capturing another flag
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• Vulnhub website

https://www.vulnhub.com

• Vulnerable VM download

https://download.vulnhub.com/covfefe/covfefe.ova

• John the Ripper

http://www.openwall.com/john/ 

https://download.vulnhub.com/covfefe/covfefe.ova

