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About Vulnhub

 To provide materials that allows anyone to gain practical 'hands-on'

experience in digital security, computer software & network
administration

N o

VULNHUB

VUOULNERABLE BY DESIGN
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Target VM

 Target VM: Covfefe

* Download the ova file
https://download.vulnhub.com/covfefe/covfefe.ova

 Import the ova file into your favorite hypervisor;
Kﬁ, covfefe.ova
» Attach a DHCP enabled interface to the machine and run it

» Objective
Find the flags
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https://download.vulnhub.com/covfefe/covfefe.ova

Test Setup

O Testing environment

Linux Kali (attacker) >>> Covfefe (targetvm)
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Walkthrough

O From the attacker machine run the following command to find out
Target VMs IP address:

Currently scanning: Fi

4 Captured ARP Req/Rep packets, from 4 hosts.

O Scan the target machine IP (192.168.136.131)

# ./Scan.py
TCP port 2 s open

TCP port 80 is open
TCP port 31337 is open

Information Security Confidential - Partner Use Only lSEC

nformation sccurity inc.



Walkthrough

O Explore Port 80 in a browser; Nginx webserver

O

) 192.168.136.131

e ]|
I Offensive Security % Kali Linux "% Kali Docs @ Kali Tools EBExploit-DB Wy Aircrack-ng @ Kali Forums @ NetHunter [ Most Visited v il Offensive Security |

[Al

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and working.
Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.
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Walkthrough

© Explore page source; nothing too interesting

(i) | view-source:http://192.168.136.131/

Pl Offensive Security “§ Kali Linux % Kali Docs @ Kali Tools EBExploit-DB g Aircracl

<!DOCTYPE html>
<html>
<head>
<title>Welcome to nginx!</title>
<style>
body {
width: 35em;
margin: 0 auto;
font-family: Tahoma, Verdana, Arial, sans-serif;
}
</style>
</head>
<body>
<hl>Welcome to nginx!</hl>
<p>If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.</p>

<p>For online documentation and support please refer to
<a href="http://nginx.org/">nginx.org</a>.<br/>
Commercial support is available at

<a href="http://nginx.com/">nginx.com</a>.</p>

<p><em>Thank you for using nginx.</em></p>

</body>
</html>
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Walkthrough

© Use dirb tool to scan the host on port 80; nothing found

share/dirb/wordlis

e 137
rb/wordlis

GENERATED WORDS: 20458

---— Scanning URL: http://192.

[END TIME:
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Walkthrough

© Exploring port 31337 using curl; python webserver running
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Walkthrough
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Walkthrough

O Explore robots.txt using curl

Information Security Confidential - Partner Use Only

1SEC

nformation scourity ing



13

Walkthrough

© Capturing the flag
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Walkthrough

© Download the private key from .ssh directory
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Walkthrough
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Walkthrough

O Cracking the key

root @LUCKY 64 :

using John the Ripper

1sr/share/wordlists/rockyou. txt
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Walkthrough

O Logging to the machine using the private key
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Walkthrough

© From .bash_history we can see read_message program running

ttp://192 8.136.131:31337/.bash history
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Walkthrough

© Running read_message
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Walkthrough

© Capturing another flag
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References

* Vulnhub website
https://www.vulnhub.com

* Vulnerable VM download
https://download.vulnhub.com/covfefe/covfefe.ova

» John the Ripper
http://www.openwall.com/john/
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