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About FOCA

» FOCA (Fingerprinting Organizations with Collected Archives) is a
tool used mainly to find metadata and hidden information in the
documents its scans

» These documents may be on web pages, and can be downloaded
and analyzed with FOCA

G FocA
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Testing Environment

* Windows 10 Pro

Edition Windows 10 Pro
Version 1703
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Installing FOCA

» Download the zip file, unzip and run it

Clone with HTTPS ®
Use Git or checkout with SVN using the web URL.

https://github.com/ElevenPaths/FOCA.git @.

Open in Desktop Download ZIP
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Installing FOCA

» Download the zip file, unzip and run it

—_ FOCA.application
™ FOCA.exe
FOCA.exe.config
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Installing FOCA

* Installing an SQL Server

Missing SQL Server

A S0L server must be installed and running. We recommend you to use
SOL Server Express Edition
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Installing FOCA

« Installing SQL Server Express Edition

SQL Server 2017
Express Edition

Downloading install package...
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Installing FOCA

« Installing SQL Server Express Edition

SQL Server 2017
Express Edition

Installation has completed successfully!

INSTANCE NAME CONNECTION STRING

SQLEXPRESS erver alt t\SQLEXPRESS;Datat

SQL ADMINISTRATORS SQL SERVER INSTALL LOG FOLDER

F Microsoft SQL Serve

DESKTOP-IHQN9S5\User3

FEATURES INSTALLED INSTALLATION MEDIA FOLDER

SQLENGINE CASQLServer2017Media\Express_ENU

VERSION INSTALLATION RESOURCES FOLDER

14.0.1000.169, RTM C:\Program F M soft SQL Serve!
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Using FOCA

« FOCA dashboard

@ FOCA Open Source 3.4

- o X
B Project P Plugins X Options [ Tesklist @@ About W
ERA N proec ]
& Foca
Select prect [ v]
Project name [No project ]
Domain website ] |
Alternative domains ‘ ‘
Folder where save documents C:\Users\User3\AppData\Local\Tem| [ |
Project date [ Tuesday . December 5.2017 @~
 BCreoe || @imeon @caneel |
Time Source Severly  Message
| % Conf | [3]Deactivate AutoScroll | | & Clear 8 SsvelogtoFile |
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11

Using FOCA

@ NevProject - FOCA Open Source 34

B Project  J§ Plugins £ Options

 Create New Project

B Tkt @ About W

& Foca

£ X, Metadata Summary Select project | "[
; Folders Project name [NewProect ]
82:; Domain website [isecnep |
Emals Alternative domains A
£7 Operating Systems
Ov Passwords s
2l Pt shr s smers =
Pridoct dole [ Tuesday . December 12,2017 (G|
B Update 0 import | @Cancel
Time Source Severty  Message
[ A Conf | | [4] Deactivate AutoScroll | | £ Clear |

Search rdp in BingWeb
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Using FOCA

 Create New Project

@ NewProject - FOCA Open Source 3.4 —
B Poject  J§ Plugins €8 Options [ Tesklist @ About W
5@ NewProject B Stk wai Eahkon
- Network [ Google Mdoc Hxis M
E%D«nml! Foca ™ Dot Ldox
i %
= Oowtow  [Eoe Do &
Al None I ¥
Custom search qs-u'ld‘
ld Type URL Download  Download Date Sze Analyzed
NewProject - FOCA Open Source 34 X
o Project saved successfully!
Time Source Severty  Message
[ X Conf | | (] Desctvate AutoSerall | | £ Clear |B SsvelogtoFile
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Using FOCA

* Using all search engines

Searchengines Extensions

Google [ doc [ xls

0 C a Bing % ppt %docx
pps ppix

OPENSOURCE [ Duck Duck
All - None < >
Custom search Q Seg‘r;:h
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Using FOCA

* Analyzing the results

3242 [ pdf | hitps://isec ne jp fles/F#hfiEsa s
> Download
rE] Download All
g Delete
@ Delete Al
< [@ Extract Metada
{ B Anadee Mebuciets
[@ Addfile
(@ Addfolder
Add URLs from file
G Link
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References

e GitHub
https://qgithub.com/ElevenPaths/FOCA

« Official website
https://www.elevenpaths.com/labstools/foca/index.html
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