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• Intercepter-NG is a multifunctional network toolkit for various types 

of IT specialists.

• The main purpose is to recover *interesting* data from the network 

stream and perform different kinds of MiTM attacks
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• Sniffing passwords, hashes of the types:     

ICQ¥IRC¥AIM¥FTP¥IMAP¥POP3¥SMTP¥LDAP¥BNC¥SOCKS¥H

TTP¥WWW¥NNTP¥CVS¥

• TELNET¥MRA¥DC++¥VNC¥MYSQL¥ORACLE¥NTLM¥KRB5¥RA

DIUS
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• Sniffing chat messages of: 

ICQ¥AIM¥JABBER¥YAHOO¥MSN¥IRC¥MRA

• Reconstructing files from:  HTTP¥FTP¥IMAP¥POP3¥SMTP¥SMB
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• Promiscuous-mode¥ARP¥DHCP¥Gateway¥Port¥Smart Scanning

• Capturing packets and post-capture (offline) analyzing¥RAW Mode

• Remote traffic capturing via RPCAP daemon and PCAP Over IP
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• ARP Watch, ARP Cage, HTTP Injection, Heartbleed exploit, 

Kerberos Downgrade,

• DNS¥NBNS¥LLMNR Spoofing
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• Windows 8.1 Pro
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• Download the zip file, unzip and run it
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• Download the zip file, unzip and run it
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• Main screen 
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• Start sniffing
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• RAW Mode 
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• Password Mode, capturing passwords on the wire
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• Resurrection Mode, reconstructing files from the network stream
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• Resurrection Mode, saving folder
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• Resurrection Mode, saving folder
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• Bruteforce Mode
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• Bruteforce Mode, RDP
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• GitHub

https://github.com/intercepter-ng/intercepter-ng.github.io

• Official website

http://sniff.su/about.html

https://github.com/intercepter-ng/intercepter-ng.github.io

