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About Intercepter-NG

* Intercepter-NG is a multifunctional network toolkit for various types
of IT specialists.

« The main purpose is to recover *interesting* data from the network
stream and perform different kinds of MiTM attacks

INTERCEPTER-NG

ICMP

SMBRELAY
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Features

» Sniffing passwords, hashes of the types:
ICQ¥IRC¥AIM¥FTP¥IMAP¥POP3¥SMTP¥LDAP¥BNC¥SOCKS¥H
TTP¥WWW¥NNTP¥CVS¥

* TELNET¥MRA¥DC++¥VNC¥MYSQL¥ORACLE¥NTLM¥KRB5¥RA
DIUS
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Features

* Sniffing chat messages of:
ICQ¥AIM¥JABBER¥YAHOO¥MSN¥IRC¥MRA

* Reconstructing files from: HTTP¥FTP¥IMAP¥POP3¥SMTP¥SMB
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Features

« Sniffing chat messages of:
ICQ¥AIM¥JABBER¥YAHOO¥MSN¥IRC¥MRA

* Reconstructing files from: HTTP¥FTP¥IMAP¥POP3¥SMTP¥SMB
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Features

* Promiscuous-mode¥ARP¥DHCP¥Gateway¥Port¥Smart Scanning
» Capturing packets and post-capture (offline) analyzing¥RAW Mode
* Remote traffic capturing via RPCAP daemon and PCAP Over IP

Intercepter-NG

sniffing since 2006...
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Features

* ARP Watch, ARP Cage, HTTP Injection, Heartbleed exploit,
Kerberos Downgrade,

* DNS¥NBNS¥LLMNR Spoofing
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Testing Environment

 Windows 8.1 Pro

Windows 8.1 Pro

© 2013 Microsoft Corporation. All rights
reserved.

[
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Installing Interceptor-NG

» Download the zip file, unzip and run it

- Primary Windows version.
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Installing Interceptor-NG

» Download the zip file, unzip and run it

)

Yy

Intercepter-NG.
exe
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Using Interceptor-NG

* Main screen

* x

1~ Network Adapter
dﬂm Intel(R) 82574L Gigabit Network Connection' on local host:132.168.10.95

& o %Q%I@

Protocol Time/Date | From/To [ Host [ Usemame Password

S

€. %o

Packets: |Analyzed: [MAC: 00-50-56-31-A2-F4 [Status:

A
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Using Interceptor-NG

« Start sniffing

Start¥5top sniffing

&
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Using Interceptor-NG

* RAW Mode

< Q \L? wb

“DHCP =
[RAW Mode

No l Time I Source I Destination l Protocol ] Len | Info =
428 40467352 192.168.10.1 239,255.255.250 uppP 256
429 40.467953 192.168.10.1 239.255.255.250 upP 346
430 40467953 192168101 239.255.255.250 uppP 314
43 40.467953 192.168.10.1 239.255.255.250 uppP 256
432 40467954 192.168.10.1 239.255.255.250 upp 330
433 40467954 192.168.10.1 239.255.255.250 upP 338
434 40467955 192.168.10.1 239,255.255.250 uppP 256
435 40467955 192168.10.1 239,255.255,.250 uppP 266
436 41.797678 192.168.10.111 64.171.131.39 DNS. 100 DNS Query: rtma.tk S
437 4.797728 192.168.10.95 19216810111 ICMP 128 Redirect ( )
428 41 797771 1921R2 1N 111 R4171 121 29 nNe nn NMNG Ouene a e s w
< >

~Pcap Filter ‘ " Stream Filter ‘ @

Packets: 475 (0.08Mb) |Analyzed: 475 [MAC: 00-50-56-31-A2-F4 |Status: Sniffing... [ 2
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Using Interceptor-NG

» Password Mode, capturing passwords on the wire

Metwork Adapter
Lmn! I'InleI[H] 825741 Gigabit Metwork Connection' on local host:192.168.10.95 ;I
Protacal | Time/D ate | From/To l Host ] Username l Pazsword ]
“Web Site visited  16:38:16..  192.168.10.95419... 1921681095 192.168.10.105
W Basic A 16:38:22.. 192168.10.95/19.. 192.168.10.105/ user password

Information Security Confidential - Partner Use Only
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Using Interceptor-NG

» Resurrection Mode, reconstructing files from the network stream

|

MNetwork Adapter

u[ﬂﬂ' I'InteI[F}] 82574 Gigabit Network Connection' on local host: 192.168.10.95

I

|Resurrection Mode|

Protocol I Time/Date ] From/Ta LS l File I Encoding I Type I Size A
e HTTP 16:41:28.. 192168.1095... stagmdotlabs.c.. Res\HTTP4192.168.10.95 applicatio... 8Kb
EHTTP 16:41:28.. 192168.10.95.. stagmdotlabs.c.. Res\HTTPA192.168.10.95 - testdjavas.. 122b
EHTTP 16:41:28.. 192168.10.95.. seffectivemeas.. RessHTTPA192.168.10.95 gzip+chu...  text/html Kb
EHTTP 16:41:28.. 192168.10.95.. nav.flesbbcico.. Res\HTTP4192.168.10.95 gzip+chu... applicatio..  13Kb
ﬁ HTTP 16:41:28.. 192168.10.95... nav.filesbbcico.. Res\HTTPA\192.168.10.95 gzip+chu... applicatio...  2Kb
EHTTP 16:41:28.. 19216810.95.. static.bboicouk.. Res\HTTPA192.168.10.95 gzip+chu... applicatio...  102Kb
EHTTP 16:41:28.. 19216810.95.. searchfilesbbei... Res\HTTPA192.168.10.95 gzip+chu... applicatio... EBKb
EHTTP 16:41:28.. 192168.10.95.. mybbc.fiesbbei... Res\HTTPA192.168.10.95 gzip+chu... applicatio...  96Kb
e HTTP 16:41:28.. 19216810.95.. b.scorecardrese.. Res\HTTP4192.168.10.95 - image/gif 43b
e HTTP 16:41:28.. 19216810.95... seb.scorecardre.. Res\HTTP4192.168.10.95 applicatio...  102b
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Using Interceptor-NG

» Resurrection Mode, saving folder

» Intercepter-NG.v1.0 » Res » HTTP » v & | HTTF

- \\ - .
L ) I L L
[~ [~ — I~

192.168.10.12 192.168.10.95 192.168.10.95 192.168.10.11
[01.12.17] [01.12.17] [30.11.17] 1 [01.12.17]
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Using Interceptor-NG

» Resurrection Mode, saving folder

Res » HTTP » 192.168.10.95 [01.12.17] v o

;0.874857145362552.jpg
:0.3366849619747072.jpg
:0.05091727119425804.jpg
:0.5733667458733867.0F1D69.jpg
:0.5733667458733867.jpg
:0.7150087811639547.jpg
:0.09300340520822092.jpg
:0.36588546230491015.jpg
:0.36958751466407747.jpg
[®]_98441623_bbc_001.jpg

Information Security Confidential - Partner Use Only

192.168.10.95 ... R

[®]_98984775_dannyda
[®]_98984775_dannyda
[®]_98984775_dannyda
[®]_98996334_cameron
[®]_98999746_oloughlir
[®]_99005326_mediaite
[®] 99005794 _gettyima
[®]_99005794_gettyima
[®]_99009988_garethsa

[®] 99009988 _garethsa
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Using Interceptor-NG

 Bruteforce Mode

 Target Server Protocol ~Usemame
E =1

EHIQ:’B H 1~ Threads
POP3 TLS |1 0 vl
SMTP
SMTP TLS |
IMAP Test Password
SSH ot
HTTP Basic Heuristic Bruteforce |
HTTP Post |
LDAP Set custom port
SMB
TELNET
WNC Clear |
RDP ™ Single Mode

[~ Verbose

& &
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Using

Interceptor-NG

 Bruteforce Mode, RDP

~ Target Server Protocal ~ Usemame
[192.168.86.16 ﬁRDP | || [administrator

~ Current speed: 72 tries per second - Threads
[8584] fizz A 5 v
[19] master I J
[2162] cutlass
(4303] diego Test Password |
[6445] sv =
[20] michael Heuristic Bruteforce I
[8585] fishy
[2163] cynthia Set custom port |
[4304] deneme
[644E] susi
[21] superman Clear I
[B586] fishbone
[2164] daedalus [~ Single Mode
[4305] deluxe IV Vabose

[

20

Information Security Confidential

® @

- Partner Use Only

1SEC

information sccurity inc.



21

References

* GitHub
https://github.com/intercepter-ng/intercepter-ng.qgithub.io

« Official website
http://sniff.su/about.html
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