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About NetsniffNg

* Netsniff-ng is a free, performant Linux network analyzer and
networking toolkit

* The Swiss army knife for network packets
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Testing Environment

e Kali Linux 2017

root@WarBe cat /etc/*relx*

DISTRIB ID '

DISTRIB RELE =kali-rolling

DISTRIB CODENAME=kali-rolling

DISTRIB DESCRIPTION="Kali GNU/Linux Rolling"
PRETTY NAME="Kali GNU/Linux Rolling"
NAME="Kali GNU/Linux"

ID=kali

VERSION="2017.3"

VERSION ID="2017.3"

ID LIKE pian

ANSI COLOR="1;31"

HOME URL="http://www.kali.org/"
SUPPORT URL="http://forums.kali.
BUG REPORT URL="http://buc
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Installing NetsniffNg

* Installing dependencies

root@WarBerry:~# apt-get install ccache flex }
libnl-genl-3-dev libn oute \% libqe‘
libnetfilter 0 & de ib g llbu1<u—dev \\

libnacl i % v zliblg-dev lwbclw-dev libnetl-dev

Done

mation... Done

libnl-3-dev i already the newest versic
libnl g@nl—' v is already the newe t
5 already the newest x
the newes
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Installing NetsniffNg

* Cloning GitHub repository

root@WarBerry:~# git clone https://github.com/netsniff-ng/netsniff-ng.git
Cloning into SHI-EF=HG" « « «
~emote: untir 54

te: Total 5 delta O 2 0 (delta O pack-reu

ceiving ts: 100 5485/5485 2 M1 2.00 MiB/s,
lving d 36 3628
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Installing NetsniffNg

* Installing from source

cd netsniff-ng/
./configure

make
make install
history

SEC
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Using NetsniffNg

* NetsniffNg options
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Using NetsniffNg

» Capturing ten packets
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Using NetsniffNg

» Tcpdump_like filtering
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Using NetsniffNg

» Tcpdump_like filtering

(http-alt)), SN

10) , T

. c

Information Security Confidential - Partner Use Only

SEC

nformation sccurity inc.



12

References

» Wikipedia
https://en.wikipedia.org/wiki/Netsniff-ng

* Kali Linux 2017
https://www.kali.org/downloads/
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