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About Eaphammer

« EAPHammer is a toolkit for performing targeted evil twin attacks
against WPA2-Enterprise networks
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Features

» Steal RADIUS credentials from WPA-EAP and WPA2-EAP
networks.

» Perform hostile portal attacks to steal AD creds and perform
indirect wireless pivots

» Perform captive portal attacks
* Built-in Responder integration

» Support for Open networks and WPA-EAP/\WPA2-EAP
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Features

* No manual configuration necessary for most attacks.

« No manual configuration necessary for installation and setup
process

 Leverages latest version of hostapd (2.6)
» Support for evil twin and karma attacks
» Generate timed Powershell payloads for indirect wireless pivots

* Integrated HTTP server for Hostile Portal attacks
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Testing Environment

e Kali Linux 2017

root@WarBerry:~# cat /etc/*rel*

DISTRIB ID=Kali

DISTRIB RELEASE=kali-rolling

DISTRIB CODENAME=kali-rolling

DISTRIB DESCRIPTION="Kali GNU/Linux Rolling"
PRETTY NAME="Kali GNU/Linux Rolling"
NAME="Kali GNU/Linux"

ID=kali

VERSION="2017.3"

="http://www.kali.org/"
_URL="http://forums.kali.org/"

BUG REPORT URL="http://bugs.kali.org/"
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Installing Eaphammer

* Clone GitHub repository
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Installing Eaphammer

* Installing Eaphammer

root@WarBerry:~/eaphammer# ./kali-
[*] -~ -
Done
7 tree
nation... Done

nually installed.

. ve
packages:
rconf
bllowing NEW pac
libnl-3
, 3 new ins 0 0 not upgrac
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Installing Eaphammer

* Installing Eaphammer
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Using Eaphammer

* Running Eaphammer
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Using Eaphammer

» Executing a hostile portal attack
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Using Eaphammer

» Executing a hostile portal attack
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References

* Kitploit
http://www.kitploit.com/2017/05/eaphammer-targeted-evil-twin-attacks.html

* Kali Linux 2017
https://www.kali.org/downloads/

* GitHub
https://github.com/toolswatch/blackhat-arsenal-
tools/blob/master/network attacks/eaphammer.md
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