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About WiFi Pumpkin

» WiFi-Pumpkin is a very complete framework for auditing Wi-Fi
security. The main feature is the ability to create a fake AP and
make Man In The Middle attack
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Features

* Rogue Wi-Fi Access Point
 Deauth Attack Clients AP
* Probe Request Monitor

* DHCP Starvation Attack

* Credentials Monitor
 Transparent Proxy

* Windows Update Attack
 Phishing Manager
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Features

* ARP Poison

* DNS Spoof

 Patch Binaries via MITM

» Karma Attacks (support hostapd-mana)

* LLMNR, NBT-NS and MDNS poisoner (Responder)
* Pumpkin-Proxy (ProxyServer (mitmproxy API))
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Testing Environment

e Kali Linux 2017

¥ cat /etc/*rel*
DISTRIB*ID:Kali
DISTRIB RELEASE=kali-rolling
DISTRIBinDENAME:kali—rolling
DISTRIBiDESCRIPTION:"Kali GNU/Linux Rolling"
PRETTY NAME "Kali GNU/Linux Rolling"
NAME="Kali GNU/Linux"

ID=kali

VERSION="2017.3"

VERSION ID="2017.3"

ID LIKE=dek

ANSI_COL

HOME URL="http://www.Xk

SUPPORT URL="http://forur ali.org/"
BUG REPORT URL="http://bugs. G/ ™
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Installing WiFi Pumpkin

* Installing WiFi Pumpkin
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Installing WiFi Pumpkin

* Installing WiFi Pumpkin

Distribution Name: Kali

binary::/usr/bin/
wifi-pumpkin installed with succ
in te

s Team CopyRight 2015-2017

Enjoy
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Installing WiFi Pumpkin

» Upgrading Ixml

¥ pip i all --upgrade 1lxml
Collecting 1lxml
Downloading lxml-4.1.1-c

1xml
1xml

sfully unantallpd lxml-3.6.
i alled 1xml-4.1.1
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Using WiFi Pumpkin

* Running wifi-pumpkin

Loading GUI..
WiFi-Pumpkin Running!

WiFi-Pumpkin v0.8.5
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Using WiFi Pumpkin

* MiTM
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References

* Kitploit
http://www.kitploit.com/2017/05/wifi-pumpkin-v085-framework-for-rogue.html

* Kali Linux 2017
https://www.kali.org/downloads/
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