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About Portia

* Portia aims to automate a number of techniques commonly
performed on internal network penetration tests after a low
privileged account has been compromised

* Privilege escalation
» Lateral movement
« Convenience modules
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Testing Environment

e Kali Linux 2017

root@WarBerry:~# cat /etc/*rel*

DISTRIB ID=Kali

DISTRIB RELEASE=kali-rolling

DISTRIB CODENAME=kali-rolling

DISTRIB DESCRIPTION="Kali GNU/Linux Rolling"
PRETTY NAME="Kali GNU/Linux Rolling"
NAME="Kali GNU/Linux"

ID=kali

VERSION="2017.3"
VERSION71D1"2017.3"
ID LIKE an
ANST ( OR="1;31"
"http://www.kali.org/"
URL="http://forums.kali.org
BUG REPORT URL="http://bugs.kali.org/"
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How Portia Works

#7 Use Impersonation Token

#8 Use New Hashes / Passwords

| |
| |
e — + | e + RSNy Sy — + |
|Workstation | | | Workstation | | Domain | #3 Checks if Account |
| (Workgroup) | | | (Domain) | | Controller | <------ is in Domain Admin Group |
[ S — + | O + 4o tmm——- + | |
& 8 | L i | |
[ [ | | | | |
| | | | | #4 Check SYSVOL #2 Enumerate Users |
| | | | | for Passwords in Domain Admin Group |
| |#6 Checks for | #5 Checks if account | | |
| | Impersonation | has admin rights PR —— B e + | |
| +Tokens-------ceeuu-- on host----==--ccmmmeamaaon + Hacker mmmm #1 Checks---------- + |
| B s e TR + credentials |
| |
| |
| |
|
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Installing Portia

* Installing dependencies

0 upgraded,

1 tc
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Installing Portia

* Installing dependencies
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Installing Portia

* Installing dependencies

runnin
runni

ating build/lib.linux-armv71-2
cating ild/lib.linux-armv71-
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Installing Portia

* Installing dependencies

clone https://github.com/libyal
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Installing Portia

* Installing dependencies

@WarBerry:/opt/libesedb# ./autoger
' ABOUT-NLS

g file
g file
file
file
file
file
file

—.m4
m4
.m4
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Installing Portia

* Installing dependencies

@WarBerry:

ing
king
king
"king
king

whether build e ~onment i
for a thread-safe mkdir -¢
for gawk... no

for mawk... mawk

vhether ) #( o ar format...

how to create a ustar . gnutar

build o
armv71l-unknown-linux-gnueabihf

compiler w
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Installing Portia

* Installing dependencies

root@WarBerry:/opt/libesedb# make
Making all in inclu
make[1l]: Enterin ~ec "y opt/1ibe db/include’
: g 8 for 'all?y
i '/opt/1lib b/inclu

Entering
all-am
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Installing Portia

* Installing dependencies

ng directo
to be done

[

b/ common
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Installing Portia

* Installing dependencies

root@WarBerry:

root@WarBerry:

Information Security Confidential - Partner Use Only

SEC

nformation sccurity inc.



15

Installing Portia

* Installing dependencies
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Installing Portia

* Installing dependencies
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Installing Portia

* Installing dependencies

root@WarBer /opt# pwd

//github.com/volatilityfoundation/volatility &

info
fo/PKG-INFO
to latilit -info/top 1

Information Security Confidential - Partner Use Only .SEC

nformation sccurity inc.



18

Installing Portia

* Installing dependencies
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Installing Portia

* Installing dependencies
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Installing Portia

* Clone GitHub repository
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Installing Portia

* Installing Portia
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Using Portia

* Running Portia
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Using Portia

* List Portia modules
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Using Portia

* Portia scanning

root@WarBerry: /opt/portia#

Scanning Target Network
192.168.86.15 [RDP]

./portia.py -u RTAM -p
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Using Portia

* Portia scanning

172.16.173.190:445 PCO2 | corp\milo:Passwordl [OK][ADMIN]
172.16.173.143:445 WIN-Q3LFOIURHUS | corp\milo:Passwordl [OK]

Enum
administrator
admin

milol

portia

[+] Is 'milo"' in the Domain Admin group?:

K 3 SYSVOL 1t
Credentials found in SYSVOL folder

[*] Base64 Password Found: jlUyj3Vx8TYSLtLZil2uAuZkFQA/4latT76ZwgdHdhw
[+] Decrypted GPP Password

Username Password
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References

* Kitploit
http://www.kitploit.com/2017/08/portia-automate-technigues-commonly.html

* Kali Linux 2017
https://www.kali.org/downloads/
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