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About Flashlight

» Automated Information Gathering Tool for Penetration Testers

=
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Testing Environment

e Kali Linux 2017

# cat /etc/*relx*
DISTRIB ID=Kali
DISTRIB RELEASE=kali-rolling
DISTRIB CODENAME=kali-rolling
DISTRIB DESCRIPTION="Kali GNU/Linux Rolling"

ID=kali

VERSION="2017.3"

VERSION ILC

ID LIKE

ANST

HOME URL="http://www.kali.org/"
SUPPORT URL="http://forums.kali.org/"
3UG_REPORT URL="http://bugs.kali.org/"
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Installing Flashlight

* Installing dependencies

(2.4bl+debian-28) .

o manually i

=lkalil) .

ion (2.1.1+dfsg-2).
alr the ne ersion (4.9.2-1).
t to manually in:
already the nev e N (24.2-1)
to manually in =
0 newly installed, 0 to remove and 0 not upgraded.
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Installing Flashlight

* Clone GitHub repository

elta 0), pack-re
KiB |
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Installing Flashlight

* Resolve “/usr/local/bin/phantom.js Doesn’t Exists On The System”

: 7# pwd
/usr/local/bin

# which phantomjs

/usr/bin/phantomjs

phantomjs:

1rwXrwxrwx 1 root staff 18 Nov 1( 20 49
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Installing Flashlight

* Resolve “/usr/local/bin/rasterize.js Doesn’t Exists On The System”
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Using Flashlight

* Running Flashlight

# cd flashlight/
¥ 1s
total 60K
d XP=Xr—x 6 root
root

flashlight-blackhat-arsenal.md

WXr—Xr—-XxX root
drwxr-xr—-x 8 root root 4.
dEWXr—-xr—-x 2 root root 4.0K Nov
root root 4.0K Nov 16 g
oot FOOE: 1. Nov 16 20 3 LICENSE. txt
root root 5K Nov 16 20:28 README.md
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Using Flashlight

* Running Flashlight -> the help menu
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Using Flashlight

* Running Flashlight -> Passive Scan
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Using Flashlight

* Running Flashlight -> Passive Scan, Directory Structure and pcap
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Using Flashlight

* Running Flashlight -> Passive Scan, Arp Spoof
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Using Flashlight

* Running Flashlight -> Active Scan

FLASHLIGHT :
FLASHLIGHT :

01711162146

FLASHLIGHT :
FLASHLIGHT :
FLASHLIGHT :
FLASHLIGHT :

flashlight#
2017-11-16 21:
2017-11-16 21:

2017-11-16 21:
2017-11-16 21:
2017-11-16 21
2017-11-16 21:

46:

47:
47:
47:
47:

01
01
01

STOP: Nmap Ping Scan

START: Active Scan Against:

START: Nmap PortScan

CMD - PortScan : /usr/bin/nmap -n -Pn -T5 --open /tmp/tmpGZhinf -sS -p T:21,22,23,25,80,443,445,3128,8080,U:5

,161 -sU -oA /root/flashlight/output/activepro/nmap/PortScan-201711162147
2017-11-16 21:47:01
2017-11-16 21:47:01

FLASHLIGHT :
FLASHLIGHT :

1711162147

FLASHLIGHT :
FLASHLIGHT :

FLASHLIGHT :
FLASHLIGHT :
FLASHLIGHT :

FLASHLIGHT

2017-11-16 21:47:01
2017-11-16 21:47:01

2017-11-16 21:47:01
2017-11-16 21:47:02
47:03
2017-11-16 21:47:03

2017-11-16 21:

START: Nmap OsScan
CMD - OsScan : /usr/bin/nmap -n -Pn -0 -T5 L /tmp/tmpGZhInf -o0A /root/flashlight/output/activepro/nmap/0sScan-2¢

START: Nmap ScriptScan
CMD - ScriptScan : /usr/bin/nmap -n -Pn -T5 -iL /tmp/tmpGZhinf -sS -p T:21,22,23,25,80,443,445,3128,8080,U:53,161
-sU --script=default,http-enum -oA /root/flashlight/output/activepro/nmap/ScriptScan-201711162147

STOP: Nmap PortScan

STOP: Nmap 0sScan

STOP: Nmap ScriptScan

Finished Active Scan. Results saved in /root/flashlight/output/activepro/nmap/ folder
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References

* Kitploit
http://www.kitploit.com/2015/12/flashlight-automated-information.html

» Kali Linux 2017
http://www.kitploit.com/2017/09/kali-linux-20172-release-best.html
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