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About TRex Stateless GUI

» TRex Stateless GUI application provides a graphical user interface
for Trex

» TRex Stateless GUI application is a JavaFX based application
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Testing Environment

* Windows 10 Pro x64

Windows edition

Windows 10 Pro

System

Processor:

Installed memory (RAM):

System type:

Pen and Touch:

Intel(R) Core(TM) i7-4910MQ CPU @ 2.90GHz 2.90 GHz
429 GB
64-bit Operating System, x64-based processor

No Pen or Touch Input is available for this Display
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Installing TRex Stateless GUI

» Downloading latest release

github.com/cisco-system-traffic-generator/trex-stateless-gui/releases

@ trex-stateless-gui-4.2rc.exe
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Installing TRex Stateless GUI

* Installing latest release

#5 Setup - TRex i X

Installing ﬁ
Please wait while Setup installs TRex on your computer.

Extracting files...
C:\Program Files\TRex\trex-stateless-gui\runtime\bin\jfxwebkit.dll

Cancel
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Using TRex Stateless GUI

 Launching TRex stateless GUI

trex-stateless-gui
Desktop app
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Using TRex Stateless GUI

 Launching TRex stateless GUI

&
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Using TRex Stateless GUI

« Starting TRex server

Qubuntu:~/tre

The ports are bound/co
Starting TRex v2.31 please wai
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Using TRex Stateless GUI

» Connecting to TRex server

File Traffic Profiles Stats Capture Help

OO (%

& 1 % Connect X

Connections 192.168.10.180 = *

Show advanced options...
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Using TRex Stateless GUI

» Connecting to TRex server

) TRex

v ¥ e Port0
[ Profile
v ¥ ePortl
[E] Profile

Log View

Info 18:38:36
Info 18:38:36
Info 18:38:36
Info 18:38:37
Info 18:38:37

Flle Traffic Profiles  Stals  Caplure  Help

OO (<] (]

«
[ _counter | vewe |
e meciozssntote0 | 1 e
Jjsonrpc 2.0
P 192.168.10.180
Port 4501
Core Type Intel(R) Core(TM) i7-4910MQ CPU @ 2.90GHz
Core Count 1
Host Name ubuntu
Port Count 2
Up Time Nov 14 2017 @ 18:35:13
API version v2.31

Connecting to Scapy server: tcp://192.168.10.180:4507
Connected

Connecting to Trex async port: tcp://192,168.10.180:4500
Loading port information

Loading port information complete

Copy to clipboard

L
v

Connected @
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Using TRex Stateless GUI

e Dashboard

12
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% Dashboard -
0.00% Ob/s Ob/s Ooks Ovrs
cpy Total Tx L2 Total Tx L1 Total PPS Drop Rate
0.00: 23405 Opkts
Rx CPU Total Rx L2 Total Stream Active Ports Queus Ful
Ports ; Streams ‘ Latency ‘ Charts | Utilization
Ports: | Al Counter Port 0 Port 1 Total
Owner
Port 0 State IDLE IDLE
Pt Tx bps L2 0 bps 0 bps 0 bps
Tx bps L1 0 bps 0 bps 0bps
Tx pps 0 pps 0 pps 0 pps
Rx bps L1 234 bps. 0 bps 234 bps
Rx bps L2 73 bps 0 bps 73 bps
Rx pps 0 pps 0 pps 0 pps
opackets 0 0 0
ipackets 4 0 4
obytes 0 0 0
ibytes 439 0 439
tx-bytes 0B 08 L)
rx-bytes 4398 0B 4398
tx-pkts 0 pkts 0 pkts 0 pkts
rx-pkts 4 pkts 0 pkts 4 pkts
oerrors 0 0 0
ierrors 0 o o
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Using TRex Stateless GUI

» Packet Capture using TRex GUI

% Packet Capture

ooma®

Monitor ‘ Recorders

Rx:

Port 0, Port 1

No. |Time

© ® NV AW N e

-
o

0s.

0s.

0s.
0.04 s.
0.25s.
0.25s.
0.25s.
0.25s.
0.25s.
0.25s.

Port | Mode
0 RX
0 RX
0 RX
0 RX
0 RX
0 RX
0 RX
0 RX
0 RX
0 RX

v

Tx: Port0,Port1 £

Destination

192.168.10.15
192.168.10.180
192.168.10.15
192.168.10.180
192.168.10.15
192.168.10.15
192.168.10.180
192.168.10.15
192.168.10.15
192.168.10.15

Filter (BPF):
Source Type | Length Info
192.168.10.180 = TCP 150 4501 -> 12099 [ACK, PSH] Seq=1269689499 Win=6150 Ack=45320739 ... ~
192.168.10.15  TCP 187 12099 -> 4501 [ACK, PSH] Seq=45320739 Win=2047 Ack=1269689595 ...
192.168.10.180 = TCP 756 4501 -> 12099 [ACK, PSH] Seq=1269689595 Win=6150 Ack=45320872 ...
192.168.10.15 TCP 60 12099 -> 4501 [ACK] Seq=45320872 Win=2053 Ack=1269690297 Len=20
192.168.10.180 TCP 582 22 -> 3137 [ACK, PSH] Seq=159002690 Win=327 Ack=132178924 Len=20
192.168.10.180  TCP 182 22 -> 3137 [ACK, PSH] Seq=159003218 Win=327 Ack=132178924 Len=20
192.168.10.15 = TCP 60 3137 -> 22 [ACK] Seq=132178924 Win=2053 Ack=159003346 Len=20
192.168.10.180 TCP 726 22 -> 3137 [ACK, PSH] Seq=159003346 Win=327 Ack=132178924 Len=20
192.168.10.180 = TCP 544 4500 -> 12104 [ACK, PSH] Seq=1740395214 Win=229 Ack=-139135815...
192.168.10.180 iIce 202 4500 -> 12104 [ACK, PSH] Seq=1740395704 Win=229 Ack=-139135815...
Information Security Confidential - Partner Use Only iSE

information sccurity inc.



Using TRex Stateless GUI

» Packet Capture using Wireshark

A Capturing from \\\pipe\WiresharkPipe_1510714237744 = [m] X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AmZe TRE Qe EF LIS QQqQaQiE
[w[Apply a display filter .. <Ctrl-/> ©3 - Expression... *
No. Time Source Destination Protocol Length Info A
~ 10.000000 192.168.10.15 192.168.10.180 TCP 6012099 - 4501 [ACK] Seq=1 Ack=1 Win=2053 Len=0
2 0.000000 192.168.10.180 192.168.10.15 TCP 15144501 - 12099 [ACK] Seq=1 Ack=1 Win=6150 Len=1460
3 0.000000 192.168.10.180 192.168.10.15 TCP 1514 4501 - 12099 [ACK] Seq=1461 Ack=1 Win=6150 Len=1460
4 0.000000 192.168.10.15 192.168.10.180 TCcP 6012099 -» 4501 [ACK] Seq=1 Ack=2921 Win=2053 Len=0
50.000000 192.168.10.180 192.168.10.15 TCP 6254501 » 12099 [PSH, ACK] Seq=2921 Ack=1 Win=6150 Len=
6 0.000000 192.168.10.15 192.168.10.180 TCP 6012099 -» 4501 [ACK] Seq=1 Ack=3492 Win=2050 Len=0
i 7 ©.000000 192.168.10.180 192.168.10.15 SSH 438 Server: Encrypted packet (len=384)
i 8 0.000000 192.168.10.180 192.168.10.15 SSH 214 Server: Encrypted packet (len=160)
i 9 0.000000 192.168.10.15 192.168.10.180 TCP 603137 » 22 [ACK] Seq=1 Ack=545 Win=2050 Len=0
| 10 0.000000 192.168.10.180 192.168.10.15 SSH 854 Server: Encrypted packet (len=800)
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Using TRex Stateless GUI

» Packet Editor -> New profile -> New Stream

AN
v [ TRex-192.168.10.180
v % @ Port 0 (User3)
v % @ Port 1 (User3)
[@ Profile

15

Profile details TRexProf.yaml v + New Profile Duplicate

Bandwidth
100

% L1 L1 bps L2 bps (®) pps Duration

+ Build Stream  [4 Edit Stream  [[7) Duplicate Stream X Delete Stream  [¢ Import Pcap  [J Export Pcap  [3 Export To Yaml|

1
Index| Name Packet Type | Next Stream
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Using TRex Stateless GUI

- Edit Stream -> Packet Editor (Advanced Mode is enabled)

% Edit Stream (NS)

Stream Properties = Packet Editor = Field Engine

O m B B~ 9 ¢ o ¥

58 bytes ) Ether IpP TCP

Ethernet II

0000-0005 [0006] Destination 00:00:00:01:00: 00
0006-000b [0006] Source 00:00:00:02:00: 00
000c-000d [0002] Type 0x800

7 IPV4A
000e-000e [bits] Version 4
000e-000e [bits] THL 5 (auto-calculated)
000f-000f [0001] TOS 0x0
0010-0011 [0002] Total Length 40 (auto-calculated)
0012-0013 [0002] Identification 1
0014-0014 [bits] Flags

1 Rasarved Nnt Sot
Append new layer
.

0000 00 0000 01 00 00 00 00 00 02 00 00 08 00 45 00

0010 0028 00 01 00 00 40 06 3A CE 10 00 00 01 30 00

0020 000104 01 04 010001 F7 FA 00 00 00 00 50 00

0030 200083 E3 00 00
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References

* TRex Stateless GUI
https://github.com/cisco-system-traffic-generator/trex-stateless-gui

* Ubuntu 14.04 LTS
http://old-releases.ubuntu.com/releases/14.04.1/ubuntu-14.04-desktop-amd64.iso

* TRex Manual
https://trex-tgn.cisco.com/trex/doc/trex_manual.html
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