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About FIR

* FIR (Fast Incident Response) is an cybersecurity incident
management platform designed with agility and speed in mind

« It allows for easy creation, tracking, and reporting of cybersecurity
incidents
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Main dependencies

* OS: Ubuntu 14.04
 Application layer: Python 2.7 & Django 1.7.6
» Webserver: nginx

» Database: MySQL
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Testing Environment

 Rancher OS

bot@rancher ~]# cat /etc/*rel*
DISTRIB ID=Rancher0S
DISTRIB RELEASE=v1.1.0
DISTRIB DESCRIPTION="RancherOS v1.1.0"
NAME="RancherOS"
VERSION=v1.1.0
ID=rancheros

ID LIKE=
VERSION ID=v1.1.0

PRETTY NAME="RancherOS v1.1.0"

HOME URL="http://rancher.com/rancher-os/"

SUPPORT URL="https://forums.rancher.com/c/rancher-os
BUG REPORT URL="https://github.com/rancher/os/issues”
BUILD ID=

e
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Installing FIR

» Downloading and running docker-git-alpine -> can use git in
Rancher OS

jit-alpine

: Pulling from b
3eaaf: Pull c
52 Pull
Pull :
a256:falc 51d565e908adb870141a3blda687f174datk
Downloaded newer image for bwits ker-git-alpine:
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Installing FIR

* Add an alias
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Installing FIR

* Clone GitHub repository
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Installing FIR

« Build the fir Docker image

g build context t
1/13 : FROM alpine
Pulling from 1i

57d83f2 S 74843ea8df7facdb247440£796b
image for

1 —-—update /thon /thon )% O build

> Running in 51bb84ac2:
s nelinux.o alpine/v3./< 3 APKINDEX. 7z
nelinux.o alp £ mun i 64 /APKINDEX. tar.

inutil
alling gmp (6.
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Using FIR

* Running the fir Docker image

[root@rancher rancher]#

Performing system checks...
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Using FIR

» Accessing Fir -> http://IP:8000, admin:admin

172.17.0.2:8000/login/

FI.R

Fast Incident Response

SIGN IN TO FIR

admin
.....

Remember me
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http://ip:8000/

Using FIR

» Accessing Fir -> http://IP:8000, admin:admin

& C | ® 172.17.0.2:8000/dashboa w 2B

Newevent# | Dashboard

STARRED INCIDENTS

No incidents to show.

Open Blocked Old Tasks

No incidents to show.
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Using FIR

- Creating a new event

Subject Business Lines
Phishing % Demo BusinessLine 1
category status Detection  Severity
Phishing v Open soc 1
Date / Time Confidentiality
2017-11-12 05:48:41 c1 2 Isan
Incident
Description
B I H, H % === - = ©
Test event.
[
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Using FIR

- Creating a new event

€ C | ® 172.17.0.2:8000/incidents/1/

Pl = d |
FIR - Neweventd

Incidents

EL T
Incident Leader None Plan None Severity 1 Category  Phishing Status

Incident / Phishing / Phishing

Opened on 20175 11H 12H 5:48 by admin

Detection SOC B/L  Demo BusinessLine 1

[ pEscrIPTION

Test event.

Comments (1)

B 5 § Comment 1#F
2017-11-12 5:48 admin Incident opened Opened 4 x
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References

* FIR
https://github.com/certsocietegenerale/FIR

* Rancher OS
http://rancher.com/rancher-os/

» Docker-git-alpine
https://hub.docker.com/r/bwits/docker-git-alpine/
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