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About FAME

* FAME is a recursive acronym meaning “FAME Automates Malware
Evaluation”

* It is meant to facilitate analysis of malicious files, leveraging as
much knowledge as possible in order to speed up and automate

end-to-end analysis

FAME
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FAME Architecture

FAME relies on three components:

» A MongoDB database, storing everything and serving as a link
between other components.

» Aweb server, that is serving the web application, and exposing
internal services.

« Any number of workers (at least 1), which are performing the actual
analysis tasks.
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FAME Architecture

web Server MongoDB Database

{

workers
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Testing Environment

e Kali Linux 2017

# cat /etc/*rel*
DISTRIB ID=Kali
DISTRIB RELEASE=kali-rolling
DISTRIB CODENAME=kali-rolling
DISTRIB D RIPTION="Kali GNU/Linux Rolling"
PRETTY NAME="Kali GNU/Linux Rolling"
NAME="Kali GNU/Linux"

ID=kali
VERSION="2017.3"
VERSION ID="2017.3"
an
ANSI COLOR="1;31"
HOME URL="http://www.kali.org/"
SUPPORT URL="http://forums.kali.org/"
BUG REPORT URL="http://bugs.kali.org/"
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Installing FAME

* Installing dependencies

upgraded, 0 newly in: leg emove and 0 not upgraded.

Requirement alrea : virt v in / i} thon?
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Installing FAME

* Installing MongoDB

* Download the binary files for the desired release of MongoDB

3.4.10.tgz
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Installing FAME

* Installing MongoDB

» Extract the files from the downloaded archive

TSN S S SN

3.4.
3.4.

.

1.
.4.
34
3. 4.
4.1
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Installing FAME

* Installing MongoDB

» Copy the extracted archive to the target directory

: # mkdir -p mongodb

: # cp -R -n mongodb-linux-x86 64-3.4.10/ mongodb
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Installing FAME

* Installing MongoDB

* Ensure the location of the binaries is in the PATH variable

Information Security Confidential - Partner Use Only

1SE

nformation sccurity inc.



Installing FAME

* Run MongoDB

 Create the data directory

: # mkdir -p /data/db

:~# file /data/dk
/data/db: directory
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Installing FAME

* Run MongoDB
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Installing FAME

* Clone GitHub repository

societegenerale/fame

>cts

1lta
1002
100%
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Installing FAME

* Run the install script, and answer the questions

i
Ll
1
1
10
10
1
1l
1

O S T T S Y
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Installing FAME

* Run the install script, and answer the questions (choose ‘1’ for

installation type)

goDB host [lc
port 7(
database [fame]:

installation type:

~ver + local worker

Installation

FAME's URL f« sers (e.g. https://fame.yourdomain/): https://fame.rtma.tk
¢ file

s administrator)
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Installing FAME

* Run the install script, and answer the questions (choose ‘1’ for
installation type)

Full Name: foobar
Xele foobar@rtma.tk
a-separated) [cert]:

Jownloaded avatar.
Installing community repository
Cloning 'community'

]
]
]
]
]
]
]
]
]

2
?
2
7
?
+
+
+
+

[
[
[
[
[
[
[
[
[
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Using FAME

* Running FAME, starting the webserver,

# utils/run.sh webserver.py
sting virtualenv.

(Pre CTRL+C to ql_lit)
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Using FAME

* Running FAME, starting the worker
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Using FAME

» Accessing FAME

I192.168410.12:4200/Iogin?next:%ZFanalyses%ZF |

EMAIL ADDRESS

PASSWORD

Reset password
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Using FAME

» Accessing FAME

& C' | ® 192.168.10.12:4200/analyses/

5
/ LAST ANALYSES

Analyses

Most recent first

DATE STATUS OBJECT

Information Security Confidential - Partner Use Only
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Using FAME

* Submit a new file

Submit a new file

And start an analysis

SHARE WITH:

[ee J[ = ]+
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Using FAME

* Submit a new file

Execution Path

Tags & modules

=)

| pdf

PDF Analysis

Detailed Results

SUSPICIOUS OBJECTS
Objects with JS 727 879

Logs

2017-11-10 ©4:29: debug: Trying to queue module
2017-11-10 ©4:29: debug: Trying to run pdf
2017-11-10 ©04:31: debug: Done with pdf

Status: « finished @ Executed @ Ongoing @ Pending @ Waiting @ Cancelled

‘pdf’
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References

* FAME
https://certsocietegenerale.github.io/fame/

+ Kali Linux
https://www.kali.org/downloads/

* Installing MongoDB
https://docs.mongodb.com/manual/tutorial/install-mongodb-on-linux/
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