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About KernelPop

» KernelPop is a framework for performing automated kernel exploit
enumeration on Linux, Mac, and Windows hosts
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Testing Environment

e Kali Linux 2017

DISTRIB ID=Kali

DISTRIB RELEASE=kali-rolling

DISTRIB CODENAME=kali-rolling

DISTRIB D XIPTION="Kali GNU/Linux Rolling"
PRETTY NAME="Kali GNU/Linux Rolling"
NAME="Kali GNU/Linux"

ID=kali

VERSTION="2C

HOME:URL:"http://www.kal'
SUPPORT URL="http://foru

5 REPORT URL="http://bugs
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Testing Environment

e Ubuntu 12.04.5 LTS

root@indishell:~/kernely cat /etc/*relx*
DISTRIB ID=Ubuntu

DI TPIB ‘UDENAME P S
[I STRIB DESCRIPTION= Ubnnfn 12.04.5 LTS"™
="Ubuntu"
2.04.5 LTS, Prec Pangolin"

PRETTYiNAME:"T untu pre e (12.04.5 LTS)"
VERSION ID="12.0/
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Supported CVE's

® [CVE-2017-5123
® (CVE-2016-5195
® (CVE-2016-2384
® (CVE-2016-0728
® CVE-2015-1328
® (CVE-2014-4699
® C(CVE-2014-4014
® (CVE-2014-3153
® (CVE-2014-0196

® (CVE-2009-1185

CVE-2017-1000379

CVE-2017-1000373

CVE-2017-1000372

CVE-2017-1000371

CVE-2017-1000370

CVE-2017-1000367

CVE-2017-1000112

CVE-2017-7308

CVE-2017-6074
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Requirements

~/kernelpop
S curren ot ¢ You can install it by typi

Done

will be installed:
3 ythe 2 nimal
0 upgraded, 3 new ed, 0 to remove and 4 not upgraded.
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Installing KernelPop

Clone the GitHub repository

github.com/spencerdodd/kernelpop.gi

107/107), done.
93 (delta 41), pack-re

-

.73 MiB | 2.74 MiB/s
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Using KernelPop

* Running kernelpop

[*] matched kernel to the
[-] no potential exploits
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Using KernelPop

* Running kernelpop

matched kerr following
[l high ~ bilit 1]
171000367 sudo
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Using KernelPop

 Exploiting CVE20151328 (https://nvd.nist.gov/vuln/detail/ CVE-
2015-1328)

ica@indishell:~/kernelpop!
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References

* Kitploit
http://www.kitploit.com/2017/11/kernelpop-kernel-privilege-escalation.html

+ Kali Linux
https://www.kali.org/downloads/
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