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• KernelPop is a framework for performing automated kernel exploit 

enumeration on Linux, Mac, and Windows hosts
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• Kali Linux 2017  
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• Ubuntu 12.04.5 LTS
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• python3
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• Clone the GitHub repository
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• Running kernelpop



Information Security Confidential - Partner Use Only

Using KernelPop

10

• Running kernelpop
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• Exploiting CVE20151328 (https://nvd.nist.gov/vuln/detail/CVE-

2015-1328)



Information Security Confidential - Partner Use Only

References

12

• Kitploit

http://www.kitploit.com/2017/11/kernelpop-kernel-privilege-escalation.html

• Kali Linux 

https://www.kali.org/downloads/

http://www.kitploit.com/2017/11/kernelpop-kernel-privilege-escalation.html

