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About Striker

« Striker is an offensive information and vulnerability scanner

N sSTRIKEREZS
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Testing Environment

e Kali Linux 2017

# cat /etc/*rel*
DISTRIB ID=Kali
DISTRIB RELEASE=kali-rolling
DISTRIB CODENAME=kali-rolling
DISTRIB D RIPTION="Kali GNU/Linux Rolling"
PRETTY NAME="Kali GNU/Linux Rolling"
NAME="Kali GNU/Linux"

ID=kali
VERSION="2017.3"
VERSION ID="2017.3"
an
ANSI COLOR="1;31"
HOME URL="http://www.kali.org/"
SUPPORT URL="http://forums.kali.org/"
BUG REPORT URL="http://bugs.kali.org/"
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Features

* Check and Bypass Cloudflare

» Retrieve Server and Powered by Headers

« Fingerprint the operating system of Web Server
» Detect CMS (197+ CMSs are supported)

« Launch WPScan if target is using Wordpress

» Retrieve robots.txt
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Features

» Check if the target is a honeypot

* Port Scan with banner grabbing

* Dumps all kind of DNS records

» Generate a map for visualizing the attack surface
» Gather Emails related to the target

» Find websites hosted on the same web server

» Find hosts using google
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Installing Striker

* Clone the GitHub repository

471.00
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Installing Striker

* Installing requirements
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Using Striker

* Running Striker

# python striker.py

Enter the target:

Information Security Confidential - Partner Use Only ISEC
nformation sccurity inc.



10

Using Striker

* Running Striker against a vulnerable website

# python striker.py

st.troyhunt.com

P.NET

orote ion is in pl

seem to use
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Using Striker

* Running Striker against a vulnerable website
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References

* Kitploit
http://www.kitploit.com/2017/11/striker-offensive-information-and.html

+ Kali Linux
https://www.kali.org/downloads/

» Hackyourselffirst
hackyourselffirst.troyhunt.com
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