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About CrackMapExec

» CrackMapExec (a.k.a CME) is a post-exploitation tool that helps
automate assessing the security of large Active Directory
networks
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Testing Environment

e Kali Linux 2017

# cat /etc/*rel*
DISTRIB ID=Kali
DISTRIB RELEASE=kali-rolling
DISTRIB ( ENAME=kali-rolling
DISTRIB DESCRIPTION="Kali GNU/Linux Rolling"
PRETTY NAME="Kali GNU/Linux Rolling"
NAME="Kali GNU/Linux"

ID=kali

VERSION="2017.3"

VERSTON

ID LIKE

ANSI COLOR

HOME URL="http://www.kali.org
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Installing CrackMapExec

* Installing dependencies

ssential is already
is alrec the ne
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Installing CrackMapExec

* Installing pipenv
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Installing CrackMapExec

* Installing python3-pip
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Installing CrackMapExec

* Installing pew package
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Installing CrackMapExec

* Clone the GitHub repository
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Installing CrackMapExec

* Installing CrackMapExec

MapExec && pip install
Creating a virtualenv for this project..
Using to create virtualenv..

Virtualenv location:
nstalling dependencies from Pipfile.lock (4520b9)
(2 32/32 — 00301

To activate this project's virtualenv, run the fol

$
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Installing CrackMapExec

* Installing CrackMapExec
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Using CrackmapExec

» CrackMapExec help menu
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Using CrackmapExec

* Find out what's on the network
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Using CrackmapExec

» Use a regular domain account to do some quick recon
* Using --pass-pol flag which dumps the domains password policy

Dumping passw 1 inf £
Minimum password length: 7

Password history length: 24
Maximum password age:

Password Complexity Flags: 000001
Domain Refuse Pas
Domain
Domain 5 Lockout Admin
Domain Pa ord No Clear Change
Domain Password No Anon Change
Domain Password Complex: 1

e:
out Counter: 30 minutes
count Duration: 30 minutes
*kout Threshold: None
Forced Log off Time: Not Set
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Using CrackmapExec

* Enumerating all the shares

Permissions Remark
Remote Admin
Default
Remote IPC

Remark

Remote Admin
Default share
Remote IPC

Remark
Remote Admin
Default
Remote IPC

Logon server share
gon

Remote Admin
Default share
Remote I
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References

* Kitploit
http://www.kitploit.com/2015/09/crackmapexec-swiss-army-knife-for.html

+ Kali Linux
https://www.kali.org/downloads/
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