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• CrackMapExec (a.k.a CME) is a post-exploitation tool that helps 

automate assessing the security of large Active Directory 

networks
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• Kali Linux 2017 
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• Installing dependencies 
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• Installing pipenv
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• Installing python3-pip 
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• Installing pew package 
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• Clone the GitHub repository
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• Installing CrackMapExec
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• Installing CrackMapExec
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• CrackMapExec help menu 
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• Find out what's on the network
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• Use a regular domain account to do some quick recon

• Using --pass-pol flag which dumps the domains password policy
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• Enumerating all the shares
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• Kitploit

http://www.kitploit.com/2015/09/crackmapexec-swiss-army-knife-for.html

• Kali Linux  

https://www.kali.org/downloads/

http://www.kitploit.com/2015/09/crackmapexec-swiss-army-knife-for.html

