
Information Security Inc.

WarBerry



Information Security Confidential - Partner Use Only

Contents

2

• About WarBerry

• Testing Environment

• Installing WarBerry

• Using WarBerry

• References



Information Security Confidential - Partner Use Only

About WarBerry

3

• WarBerryPi was built to be used as a hardware implant during red 

teaming scenarios where we want to obtain as much information as 

possible in a short period of time with being as stealth as possible. 

Just find a network port and plug it in
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• The scripts have been designed in a way that the approach is 

targeted to avoid noise in the network that could lead to detection 

and to be as efficient as possible. The WarBerry script is a 

collection of scanning tools put together to provide that functionality
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• Kali Linux 2017 on Raspberry Pi 3 model B
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• Create the following directories: /home/pi/WarBerry/Tools and 

/home/pi/WarBerry/Results
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• Installing CME 

(https://github.com/byt3bl33d3r/CrackMapExec/wiki/Installation)
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• Clone the GitHub repository
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• The structure should be as following -> 

/home/pi/WarBerry/warberry
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• Running setup.sh 
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• WarBerry help menu 
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• Using only the recon modules
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• If getting the following error when running warberry.py
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• Resolve it by replacing “cme” with “crackmapexec” in /* 

/home/pi/WarBerry/warberry/src/util/utils.py */
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• Kitploit

http://www.kitploit.com/2016/05/warberrypi-turn-your-raspberry-pi-into.html

• Kali Linux  

https://www.kali.org/downloads/

• Raspberry Pi 3

https://www.raspberrypi.org/products/raspberry-pi-3-model-b/

http://www.kitploit.com/2016/05/warberrypi-turn-your-raspberry-pi-into.html

