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What are rootkits?

* A rootkit establishes a remote interface on a machine that allows
the system to be manipulated (C2) and data to be collected
(surveillance) in a manner that is difficult to observe (concealment)
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Brief history

» Ken Thompson’s rootkit ROOJTKITS

* Brain virus 5\':[]
e SunOS rootkit, 1990 >

* SonyBMG rootkit
» Greek wiretapping
« CarrierlQ rootkit on smartphone and handheld devices
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About LKM (linux kernel module) rootkits

* Insertion of malicious code into kernel on the fly
» Enables overriding kernel system calls

» Enables manipulation of /dev/ikmem device file, allowing intruder to
virtually control the kernel on runtime, monitoring every read/write
memory operations

Kernel Rootkits

* Use Loadable Kemel Modules (LKMs) for
Linux or Device Drivers for Windows

e Full kernel access

Kernel Space LKM
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About LKM (linux kernel module) rootkits

* Allows for CPU register hooking
* Facilitates Kernel object hooking
* Allows direct kernel object manipulation

user Application, , 3)
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Testing Environment

e Ubuntu 16.04 LTS

adminl@adminl-virtual-machine:~$ cat /etc/*rel¥*
DISTRIB ID=Ubuntu
DISTRIB RELEASE=16
DISTRIB CODENAME=:
DISTRIB DESCRIPTION="Ubuntu 1.6:..04..3 LTS"™
="Ubuntu"
VERSION="16.04.3 LTS (Xenial Xerus)"
ID=ubuntu
ID LIKE=debian
PRETTY NAME untu 16.04.3 LTS"
VERSION ID=" )4
HOME URL="http://www.ubuntu.com/"
SUPPORT URL="http://help.ubuntu.com/"
5 REPORT URL="http://bugs.launchpad.net/ubuntu/"
VERSION DENAME=xenial
JBUNTUiCODENAMszenlal
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Reptile LKM

* Reptile is a LKM rootkit for “evil” purposes

Features

 Give root to unprivileged users
« Hide files and directories

* Hide files contents

 Hide processes

* Hide himself
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Reptile LKM

* Reptile is a LKM rootkit for “evil” purposes

Features

 Boot persistence
« Heaven's door - A ICMP/UDP/TCP port-knocking backdoor
* Client to knock on heaven's door :D

SEC
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Installing Reptile

* Clone the GitHub repository

ot@adminl-virtual-m: ine:~# git clone htt
ing into

(delta 7),
.64 KiB | 0 by
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Installing Reptile

* Installing Reptile
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Using Reptile

» When loaded, the module hides the reptile directory
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Using Reptile

« Hiding a process (PID 6346)
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Using Reptile

« Hiding a process (PID 6346)

Yoo
root@adminl-virtual-machine:~
root@adminl-virtual-machine:
root@adminl-virtual-machine:~

dminl-virtual-machine:
dminl-virtual-machin
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Using Reptile

» UnHiding a process (PID 6346)

USER
root
root

FD
cwd
rtd

TYPE DEVICE SIZE/OFF
DIR 8,1
DIR :

NAME
/root
/

root

15

txt

REG
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References

» Wikipedia
https://en.wikipedia.org/wiki/Rootkit

+ Kali Linux
https://www.kali.org/downloads/

* GitHub
https://github.com/fOrb1dd3n/Reptile
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