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About AVET

* AVET is an AntiVirus Evasion Tool, which was developed for
making life easier for pentesters and for experimenting with
antivirus evasion techniques
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Testing Environment

» Kali Linux 2017

: # cat /etc/*relx
DISTRIB ID=Kali
DISTRIB RELEASE=kali-rolling
DISTRIB CODENAME=kali-rolling
DISTRIB DESCRIPTION="Kali GNU/Linux Rolling"
PRETTY NAME="Kali GNU/Linux Rolling"
NAME="Kali GNU/Linux"
ID=kali

VERSION ID="2C
LIKE=debian
OLOR="1;31"
_URL="http://www.kali.org/"
SUPPORT URL="http://forums.kali.org/"
BUG REPORT URL="http://bugs.kali.org/"
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Required package

* MiNngw-wo64

# apt install mir
Done

5504 2=2)

and 0 not upgraded.
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Why Avet?

» when running an exe file made with msfpayload & co, the exe file
will often be recognized by the antivirus software

* avet is a antivirus evasion tool targeting windows machines with
executable files

» assembly shellcodes can be used
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Why Avet?

* make_avet can be used for configuring the sourcecode

» with make_avet you can load ASCII encoded shellcodes from a
textfile or from a webserver, further it is using an av evasion
technique to avoid sandboxing and emulation
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Installing AVET

* Clone the GitHub repository

# git clone https://github.com/govolution/avet.git
Cloning into 'avet'.
remote: Counting <>b7 ecls:

ote: delta O reused ( lelta 0), pack-reused 288
) (288/: i A8.30 KiB | 399.00 KiB/s, done.
(177/177), done.
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Using AVET

« avet_fabric.py is an assistant for building exe files with shellcode
payloads for targeted attacks and antivirus evasion
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Using AVET

« avet_fabric.py is an assistant for building exe files with shellcode
payloads for targeted attacks and antivirus evasion
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References

¢ Howucan
https://howucan.qgr/scripts-tools/1610-avet-antivirus-evasion-tool

+ Kali Linux
https://www.kali.org/downloads/
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