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About Cloakify

» CloakifyFactory & the Cloakify Toolset - Data Exfiltration &
Infiltration In Plain Sight; Evade DLP/MLS Devices

« CloakifyFactory transforms any filetype (e.g. .zip, .exe, .xls, etc.)
into a list of harmless-looking strings. This lets hiding the file in
plain sight, and transfer the file without triggering alerts

(\~===.
[ (\="=/)
( 4 &3

(
v O [

"

W

Information Security Confidential - Partner Use Only leEc
n



Testing Environment

» Kali Linux 2017

¥ cat /etc/*rel*
DISTRIB I D=Kali
DS TRIB_RELEASE:ka li-rolling
DISTRIB CODENAME=kal i-rolling
DISTRIB D IPTION="Kali GNU/Linux Rolling"
PRETTY NAME="Kali GNU/Linux Rolling"
NAME="Kali GNU/Linux"

ID LIKE=d
ANSI C

_URL="http://www.kali
SUPPORT URL="http://foru
BUG REPORT URL="http://bugs.kali.org/"
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Why Cloakify

* DLP systems, MLS devices, and SecOps analysts know what
data to look for:
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email ' name

id  team password active
14 568 samplel@hotmail.com ‘ Flavo0@ 059b4db7cdblcbddc3f@e5d95c881597 1
8 61 sample2@hotmail.com nOwh3r3 c57aeddaf fce62feadbbe61022eb1340 1
9% 241 sample3@yahoo. com ‘ bobby1983 48238b7f2aa5f76ald1e119f8942ebe? 1
68 77 sample4@yahoo. com billy bee783ee2974595487357e195ef38ca2 1
16 21 sampleS@gmail. com ‘ webux 1aa87e76902e6df9042d17a642d04181 1
15 234 sample6@yahoo . com ‘ Spar1000 512b53d89adbc7c4754f8a46740e471e 1
19 S sample7@googlemail. com ‘ azablade abdcf6cablcbac98858bd31c43116fb5 1
21 1877 sample8@hotmail.com | tincholl 08a71ae2e5c9759705cfcc61de937ebe 0
22 9 sample9@gmail. com ‘ Treb b2f2a7314767f4830d26d2c41d1eb4be 1
23 44 samplel@@hotmail.com ‘ dati dff161e9637c27f1a%e15c@d7ae2a8a4 1
24 45 samplell@gmail.com | henric ca58fe876e97f8563f7f153ad6@aa649 1
25 47 samplel2@yahoo. com Endl13ss 7e6b693be239d1ff027f97e44062e768 1
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Why Cloakify

 So transform that data into something they're not looking for:
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Installing Cloakify

* Clone the GitHub repository

(delta 0), pack-r
18.27 MiB | 6.77 MiB/: done.
done.
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Installing Cloakify

» Make the cloakify scripts executable
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Using Cloakify

 Standalone scripts -> cloakify.py (README.md as payload)
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Using Cloakify

 Standalone scripts -> cloakify.py (README.md as payload)

tarTrek > README.cloaked
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Using Cloakify

 Standalone scripts -> decloakify.py
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Using Cloakify

* Running Cloakify Factory

Menu
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Using Cloakify

* Cloakify a file
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Using Cloakify

» DeCloakify a file

Selection: 2

==== Decloakify a Cloaked File

/foo/bar/MyBoringList.txt): /root/Cloakify/tempList.txt

Enter filename to decloakify (e.g.

Save decloaked data to filename (default: 'decloaked.file'): decloac
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References

* Kitploit
http://www.kitploit.com/2016/09/cloakify-data-exfiltration-in-plain.html

+ Kali Linux
https://www.kali.org/downloads/
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