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• CloakifyFactory & the Cloakify Toolset - Data Exfiltration & 

Infiltration In Plain Sight; Evade DLP/MLS Devices

• CloakifyFactory transforms any filetype (e.g. .zip, .exe, .xls, etc.) 

into a list of harmless-looking strings. This lets hiding the file in 

plain sight, and transfer the file without triggering alerts
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• Kali Linux 2017
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• DLP systems, MLS devices, and SecOps analysts know what 

data to look for:
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• So transform that data into something they're not looking for:
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• Clone the GitHub repository
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• Make the cloakify scripts executable
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• Standalone scripts -> cloakify.py (README.md as payload)



Information Security Confidential - Partner Use Only

Using Cloakify

10

• Standalone scripts -> cloakify.py (README.md as payload)
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• Standalone scripts -> decloakify.py
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• Running Cloakify Factory
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• Cloakify a file 
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• DeCloakify a file 
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• Kitploit

http://www.kitploit.com/2016/09/cloakify-data-exfiltration-in-plain.html

• Kali Linux  

https://www.kali.org/downloads/

http://www.kitploit.com/2016/09/cloakify-data-exfiltration-in-plain.html

