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About MIDA

* MIDA is a Bash script purposed for system enumeration,
vulnerability identification and privilege escalation

* Aims to be a comprehensive assistant for operations and utilities
related to system enumeration, vulnerability identification,
exploitation and privilege escalation

MIDA - Multitool
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Testing Environment

» Kali Linux 2017

DISTRIB

# cat /etc/*rel*

ID=Kali

DISTRIB PELEAwE kali-rolling

DISTRIB
DISTRIB

CODENAME

NAME="Kali GNU/Linux"

ID=kali

VERSTON=

VERSTION

Th LIYEf

PP6RT UR

ID

: 2 http://furum‘
BUG REPORT URL="http://b

ali-rolling
D IPTION="Kali
PRETTY NAME

GNU/Linux Rolling"
GNU/Linux Rolling"

g/ "
ali.org/™
kali.org/"
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Installing MIDA

» Download GitHub repository

(delta 0), pack-reused 7
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Using MIDA

* Running mida.sh

# cd MIDA-Multitool/
chmod +x m

./

Common Utilitie 5) Cleartext Credentials
External Utilities 6) Quit
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Using MIDA

* Mida.sh System enumeration

I.e /tmp/output.t
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Using MIDA

* mida.sh System enumeration
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Using MIDA

* mida.sh Common Utilities

/bin/netcat
sbin/t
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References

* Kitploit
http://www.kitploit.com/2017/10/mida-multitool-bash-script-purposed-for.html

+ Kali Linux
https://www.kali.org/downloads/

* GitHub
https://github.com/NullArray/MIDA-Multitool
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