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About DataSploit

* An #0SINT Framework to perform various recon techniques,
aggregate all the raw data, and give data in multiple formats.
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Testing Environment

» Kali Linux 2017

¥ cat /etc/*rel*
DISTRIB I D=Kali
DS TRIB_RELEASE:ka li-rolling
DISTRIB CODENAME=kal i-rolling
DISTRIB D IPTION="Kali GNU/Linux Rolling"
PRETTY NAME="Kali GNU/Linux Rolling"
NAME="Kali GNU/Linux"

ID=kali

VERSION="2017.2"

VERSION ID="2017.2"

ID LIKE=d

ANSI COLOR="1;31"

HOME URL="http://www.kali g

SUPPORT URL="http://foru ali.org/™
BUG REPORT URL="http://bugs.kali.org/"
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Required packages

anyjson==0.3.3
BeautifulSoup==3.2.1
beautifulsoup4==4.4.1
billiard==3.3.0.23
bs4a==6.0.1
clearbit==0.1.4
config==0.3.9
dnspytheon==1.14.0
future==0.15.2
google-api-python-client==1.6.3
idna==2.1
ipwhois==0.15.1
json2html==1.0.1
1xml==3.6.0
piplapis-python==5.1.0
pymongo==3.3.0
python-Wappalyzer==0.2.2
python-whois==0.6.2
pytz==2016.6.1
requests==2.10.0
requests-file==1.4
simplejson==3.8.2
tldextract==2.0.1
tqdm==4.7.6

termcolor
tweepy==3.5.0
TravisPy==0.3.5
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Installing DataSploit

» Download GitHub repository

Counti

Compr
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Installing DataSploit

* Installing the requirements
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Installing DataSploit

 Configuring the tool

v config sample.py config.py

# vi config.py
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Installing DataSploit

* config.py
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Using DataSploit

* Running DataSploit

Usage: datas
Options:
-h, —--help
-a DOMAIN,

-o OUTPUT,

# python datasploit.py -h
]

oit.py

show this help message and exit
-—active=DOMAIN

Launches Active ns (work in proc
——output=0UTPUT

JSON or HTML

Information Security Confidential - Partner Use Only

SEC

nformation sccurity inc.



11

Using DataSploit

« If getting the following error when running DataSploit
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Using DataSploit

* Run the following commands to resolve it

# pip install --upgrade beautifulsoupi4

d ng b@antlful uu14 4.6.0-py2-none-any whl ([ kB)

86
I_I 92kB 1.3MB/s
Ins alllng collected packages: beautifulsoup4
sting installation: beautifulsoupd 4.4.1

alling beautifulsoup4-4.4.1:
sfully uninstalled beautifulsoup4-4.4.1
7 installed beautifulsoup4-4.6
- #
#
# pip install --upgrade html51i
Requirement alléalv up-to-date: html51ib in /usr/lib/python2.7/dist-packages

ib
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Using DataSploit

* Running DataSploit

None,

running

ng Googlepdf becaus it is marked
because it is marked as
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Using DataSploit

* Running DataSploit
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References

* Kitploit
http://www.kitploit.com/2016/10/datasploit-tool-to-perform-various.html

+ Kali Linux
https://www.kali.org/downloads/

* GitHub
https://qgithub.com/DataSploit/datasploit/issues
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