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About Goohack

» GooHak is a shell script to automatically launch google hacking
gueries against a target domain to find vulnerabilities and
enumerate a target

GooHak v1.6 by IN3@CrowdShield
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Testing Environment

» Kali Linux 2017

¥ cat /etc/*rel*
IB_ID=Kali
IB RELEASE=kali-rolling
DIbTRIBiCODENAME:kali—rolling
DISTRIB DESCRIPTION="Kali GNU/Linux Rolling"
PRETTY NAME="Kali GNU/Linux Rolling"
NAME="Kali GNU/Linux"

ON="2017.2"
VERSION ID="2017.2"
ID LIKE=debian
ANSI COLOR="1;31"
HOME URL="ht //www.kali.c
SUPPORT URL="http://forums.
BUG REPORT ="http://bugs.kali.
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Required packages

* iceweasel

# apt-get install iceweasel

Reading package lists... Done
Building dependency tree
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Installing Gohack

» Download GitHub repository

com/1N3/Goohak

Total 59 (de 0 (delta O 59
king objects: 00% (59/59), done.
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Installing Gohack

 goohak script
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Using Goohack

* Running Goohak

# cd Goohak
# /guuhak
+ - ——:[http //crowdshield.com

+ —— ——=[GopHak: v1.7 by 1N3
+ -- —--=[Usage: goohak <domain>
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Using Goohack

* Running Goohak => Netcraft

1ak# ./goohak isec.ne.jp

<If}'fl(—..‘ Y4~ . isecne.. | i Ste.. x | Qisecne.. Cisecne.. Cotsh|. Gsitezo. ¥ Search. @ Scanre. [EISSLSe. @ Sanre. G siteise. G siteise. G siteise.. ssmezlse..l

netcraft com/site _report7uri=ise ¢ |1Q Se wE 93

Site report for isec.ne.jp
Search e Lookup anather URL: Shate 00@@0@

Netcraft Extension

o = Background
Download Now!
Reporta Phish Site title B1)-+1Y7 ¢ BE | 2T B2 Date first seen December 2014
Site Report Site rank Primary language Japanese
o
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Using Goohack

* Running Goohak => Shodan

vw.shodan.io/seart

" SHODAN Q Explore Enterprise Access Contact Us

%% Exploits

*% Maps

BAN-EF2UF 1 0E | BBEF21UT KA SH
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Using Goohack

* Running Goohak => SSL Labs

€& (O @ | https://www.ssllabs.com/ssltest/analyze.html?d=isec.ne.jp

@ Qualys. ssi Labs

You are here: Home > Projects > SSL Server Test > isec.ne.jp
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References

¢ Howucan
https://howucan.qgr/scripts-tools/2134-goohak-automatically-launch-google-hacking-
gueries-against-a-target-domain

+ Kali Linux
https://www.kali.org/downloads/

+ Shodan
https://www.shodan.io/
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