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About Parameth

 Parameth can be used to brute discover GET and POST
parameters

parameth - Tool to brute discover GET and POST
parameters
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Testing Environment

» Kali Linux 2017

# cat /etc/*rel*
DISTRIB_ID:Kali
DISTRIB RELEASE=kali-rolling
DISTRIBiCODENAME:kali—rolling

DISTRIB D IPTION="Kali GNU/Linux Rolling"

PRETTY NAME="Kali GNU/Linux Rolling"
NAME="Kali GNU/Linux"
kali

VERSION I C

ID LIKE=debian

ANSI COLOR="1;31"

HOME_URL="http: //wwv

SUPPORT URL="http://forums.kali.org/"
BUG REPORT URL="http://bugs.k
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Required packages

* numpy==1.9.1

* requests==2.5.1

* fuzzywuzzy

* python-Levenshtein

t-packages

in / o/pyt :
s in /usr/lib/python2.7

ing colle
fully ins
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Installing Parameth

» Download GitHub repository

glit clone https://github.com/maK-/parameth.git
Cloning into 'parameth'
remote: Counting Uij(t(' 160, done.

Tuta] 160
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Using Parameth

* Running parameth
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Using Parameth

» Simple Test -> simpletest.php, contains unknown php parameters

OST['r"]) )
'kdnelnfjkenfjfnelkfn';
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Using Parameth

» Simple Test -> using elinks to access simpletest.php

> -.in-

Do you really want to exit ELinks?

W= o
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Using Parameth

» Simple Test -> Discover the unknown php parameters

# . /paramet

ran McNally - htty

e figures...
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References

* Kitploit
http://www.kitploit.com/2017/10/parameth-tool-to-brute-discover-get-and.html

+ Kali Linux
https://www.kali.org/downloads/

* w3schools
https://www.w3schools.com/php/php superglobals.asp
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