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About Dradis

* Dradis is an open-source collaboration framework, tailored to
InfoSec teams
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About Dradis

» Two editions of Dradis Framework:

» Dradis Framework Community Edition (CE): open-source and available freely under the
GPLV2 license

» Dradis Framework Professional Edition (Pro): includes extra features that are more
useful for organizations dealing with bigger teams and multiple projects at a time
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Dradis Architecture

Tester #1

=

Test Knowledge

Tester #2
REST
Database A Programm}ei's Best Friend
Web
A y
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Features

* Platform independent

» Markup support for the notes: text styles, code blocks, images,
links, etc.
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Features

* Integration with existing systems and tools:

Brakeman

Burp Suite

MediaWiki

Metasploit

Nessus

NeXpose

Nikto

Nmap

OpenVAS

..... Full list (https://dradisframework.com/ce/addons/)
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Dradis Goals

« Share the information effectively

» Easy to use, easy to be adopted. Otherwise it would present little
benefit over other systems

* Flexible: with a powerful and simple extensions interface
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Testing Environment

» Kali Linux 2017

# cat /etc/*rel*
DISTRIB ID=Kali
DISTRIB RELEASE=kali-rolling
DISTRIB CODENAME=kali-rolling
DISTRIB D IPTION="Kali GNU/Linux Rolling"
PRETTY NAME ali GNU/Linux Rolling"
"Iali GNU/Linux"

VERSION T

ID LIKE=debian

ANSI COLOR="1;31"

HOME URL="http://www. g
SUPPORT_URL—"http.//f,ﬂ ne kdll
BUG REPORT URL="http://bugs

Information Security Confidential - Partner Use Only

1SEC

nformation

urity inc.



Required packages

« apt-get install libsglite3-dev

« apt-get install libmariadbclient-dev-compat
« apt-get install mariadb-client-10.1

« apt-get install mariadb-server-10.1

« apt-get install redis-server
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Installing Dradis

* Installing Dradis on Kali Linux
« Installing required packages

Reading package )On

3uilding dependenc

1ding e information... Done

5 news
he
1
already the

to manual

the newe

ing additional packages

ibmariadbclient—de
following NEW pac S 11l be
libmariadbclient—de iadbclient—de ompat
upgraded, 2 newl i
ed to get L, 103 B of archiwve -
ter this operation, 6 /79 kB of additional dis space
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Installing Dradis

» Update “bundler”

bundlez

(

gem

run

stalli
Done inst:
1 gem

12

. .pr
after 4
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Installing Dradis

* Installing from GitHub

Compressing objects: ﬁf% done.
: Tutal 7288 (delta 1), re 0 4 (1 1ta 1), pack-reused 7283
g 2 (/ng 288), 1.25 MiB | 1.29 MiB/s, done.
done.
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Installing Dradis

* Installing from GitHub
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Installing Dradis

* Installing from GitHub
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Installing Dradis

» Setting up the app
* Fire up the server by running the following command

Thin
ST N T & starting in developme

> Run "rails ? * for more ~tup ©
Thin web s r (vl.6.3 codename Pr¢ in Po
Maximum connecti - to 1024

RL+C to stop
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Installing Dradis

* Point your browser to: http://localhost:3000
 Configure the shared password by entering it and confirming it:

Configure the shared password

Hold your horses!

This server does not have a password yet, please set up one:
Password |

Confirm Password

Set password and continue

http://dradisframework.org

D
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Installing Dradis

 Create a username, then enter the password you created above:

Dradis Community Edition

All done. May the findings for this project be plentiful!
Login

Password

Let me in!

http://dradisframework.org

D
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Installing Dradis

* In a new tab in your terminal, start the Background worker that is
needed to upload and parse tool output

# bundle exec rake resque:work
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Using Dradis

 The installation process is completed

S configuraton 2+

€ localhost.
Dradis CE Q & upla B export results
Project summary
Issues so far Methodology progress
ok Nodes
There are no Issues In this project yet. There are no methodologies in this project yet.

=+ Add new Issue & Upload output from tool

Recent activity

Information Security Confidential - Partner Use Only

+ Add a testing methodology

There has been no activity yet.
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Using Dradis

 Importing nmap results
* Nmap scan saving output to Dradis.xml

nmap -T3 v oX Dr 192

at 2017-10=16 22:12

[1 port]
at 2212,

lution
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Using Dradis

 Importing Dradis.xml

€ localhost

Dradis CE

Upload Manager

Use the form below to upload output files from other tools.

1. Choose a tool

Dradis::Plugins::Nmap :]

2. Choose a file

Browse.. | No file selected.

Upload progress:

0%

3. Output

Information Security Confidential - Partner Use Only
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Using Dradis

 Importing Dradis.xml

2. Choose a file

| Browse... | No file selected

Upload progress

3. Output
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Using Dradis

» Host properties

Properties - # Edit

0Ss
Microsof

Update 1

Services

name

msrpc

netbios sst

microsoft-ds

msrpc

msrpc

msrpc

msrpc

msrpc

msrpc

msrpc

ms-wbt-server

or Windows 10 or Xbox One, Mict

product
Microsoft Windows RPC

Microsoft Windows netbios-ssn

Windows 8.1 Pro 9600 microsoft-ds
Microsoft Windows RPC
Microsoft Windows RPC
Microsoft Windows RPC
Microsoft Windows RPC
Microsoft Windows RPC

Microsoft Windows RPC

Microsoft Windows RPC

Microsoft Terminal Service

oft Windows 7 5§

PO - SP1, Windows S

protocol

Information Security Confidential - Partner Use Only

reason
syn-ack
syn-ack
syn-ack
syn-ack
syn-ack
syn-ack
syn-ack
syn-ack
syn-ack
syn-ack

syn-ack

state
open
open
open
open
open
open
ope
open
open
open

open

« 2008 SP1, Windows Server 2008 R2, Windox

version

or Windows 8.1
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References

* Kitploit
http://www.kitploit.com/2017/10/dradis-framework-collaboration-and.html

+ Kali Linux
https://www.kali.org/downloads/

* Dradis CE (Community Edition)
https://dradisframework.com/ce/

* Installing Dradis on Kali Linux
https://dradisframework.com/ce/documentation/install_kali.html

+ Installing Dradis from GitHub
https://dradisframework.com/ce/documentation/install_git.html
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