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About Watobo

* WATABO is a security tool for testing web applications. It is
intended to enable security professionals to perform efficient (semi-
automated) web application security audit

The Webapplication Toolbox
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Features

» Powerful session management capabilities! You can define login
scripts as well as logout signatures. So you don't have to login
manually each time you get logged out

» Can act as a transparent proxy (requires nfqueue)
 Vulnerability checks (SQLinjectin, XSS, LFI) out of the box
« Handles Anti-CSRF-/One-Time-Tokens

WATOBO - THE WEB APPLICATION TOOLBOX
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Features

» Supports inline de-/encoding, so you don't have to copy strings to a
transcoder and back again. Just do it inside the request/response
window with a simple mouse click.

« Smatrt filter functions, so you can find and navigate to the most
interesting parts of the application easily.

* Is written in (FX) Ruby and enables you to easily define your own
checks

* Runs on Windows, Linux, MacOS every OS supporting (FX) Ruby

a Powered by (FX)Ruby
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Testing Environment

» Kali Linux 2017

¥ cat /etc/*rel*

DISTRIB ID=Kali

DISTRIB RELEASE=kali-rolling
DISTRIB CODENAME=kali- Lolilng

DISTRIB D "RIPTION="Kali

GNU/Linux Rolling"

PPETTliNAME: Kali GNU/Linux Rolling"
NAME="Kali GNU/Linux"

ID=kali
VEP TQN—””(l/ n

//‘J‘J‘J kali.org/™

SUPPORT URL "http://fulu
BUG REPORT URL="http://bu

cali.org/"
kali.org/"

Information Security Confidential - Partner Use Only

SEC

nformation sccurity inc.



Installing Watobo

* apt-get install watobo
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Using Watobo

« Starting Watobo for the first time

Y

onfigurati
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Using Watobo

« Starting Watobo

Fie Settngs Tools View Window Help

¢ _lel |=lem

 Hide:specitic extensions

Findings| Sites | ’ Show:

| 24| Methol Host [path Paramaters | status | set-Cooki| Comment

root@kali2017: ~

Fite Edit View Search Terminal Help

e

- no project st:
RSB ORRERRRRERREER AR B IR RORIRISORAORS

ed constant Watobo: :Module

Ro:
share/watobe /active/RoR/

when loading module fi

uninitializ Business_objects
ctive/sap/busin

when

objects.rb

Loading FXRuby
Ruby Version
Ruby Platfol

watobo Version
Starting GUI

WATEB6
Web Application Toolbox

Version: 1.0.0

Disclaimer: You should only use WATOBO to perform
vulnerability audits of your own web applications or

those you are authorized to do so

responsibility if you use it for

WATOBO is free software; you can
modify it under the terms of the
License as published by the Free
version 2 of the License.

Information Security Confidential - Partner Use Only

siberas takes no
unlawful purposes.

redistribute it and/or
GNU General Public
Software Foundation
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Using Watobo

* Watobo Transcoder

|Length: 0
TextlHex]
File Settings | Togls View Wil
o |6l
~ Tnterceptor
Findingsl Sites | E
Base64 |f URL [ Hex — [ Hash
Encode Encodel Encodel MDSI
Decodel Decode] Decadel SHA—lI
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Using Watobo

» Watobo: create a new project => File > New/Open

| File Settings Tools
New/Open

Export
Exit
Recent Sessions »
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Using Watobo

* Project Name
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Using Watobo

» Session Name

New Project (]

Project: Project1

Select

Session Name !Sessionl New

Cancel Backl Next
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Using Watobo

» Watobo listens on port 8081

Gl EF 429 J000004.3
HTTP/1.1 555 Watobo Error
WATOBO: Error

Date: 2017-10-15 00:36:36 —-0400
Content-Length: O

Content-Type: text/html
lConnection: close
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Using Watobo

» Configure browser proxy | Comecton settings °

Configure Proxies to Access the Internet

) No proxy

_) Auto-detect proxy settings for this network
() Use system proxy settings

@ Manual proxy configuration:

HTTP Proxy: | 127.0.0.1 | Port: [ 8081

& Use this proxy server for all protocols

SSL Proxy 127.0.0.1 Port

SOCKS v5 [ Remote DNS
No Proxy for:
localhost,127.0.0.1

Example: .mozilla.org, .net.nz, 192.168.1.0/24
) Automatic proxy configuration URL:

Reload

["1Do not prompt for authentication if password is saved

\ Help j | Cancel " OK
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Using Watobo

» Watobo Interceptor

Bing - Mozilta Firefox
M Bing x

€) (O v bing.com

WATOBO by siberas (Version: 1.0.0) e o

File Settings Tools View Window Help

2lpjel |Leim siberos

Findings| Sites | ‘Show: Al Hide:specitc extensions 7 aunoscrot | |Finding: Soript-Parameters
(@) wawsingcomso ol e _ _ _ § | :gj QJ [Module: Passive::In_script_parameter] [Chat-1D: 14]
= = = — = = “_OBrowserview | . ruzzer | & Manual Request
G vuneravites | Metho| Host |path Parameters | |
& (@) Cooklo Sacurity (1) | | L GET  www.bing.com 200 OK_S5=5ID=( Request
o @ s 2| GET  wwwbing.com faish 1G=C69F109C 3903408 208 OK )
) o POST |www.bing.com fd/ls/lsp.aspx <ClientinstRequest=<£204 OK rext| Nex‘TlNehSONl
5 | eEr b prigy oK <11 > =] Beset| wighight ~ | I~ auto-apply
[N SEVSS waw.blig.com P 220 0N 3404212008F287 761D =SEIBachunk=1 HTTP/1.1 &
) POST www.bing.com  fafls/lsp.aspx <ClientinstRequest><£204 OK
) GET  wwwhbing.com  hpm 1ID=SERP.10008IG=C6200 OK 0/20100101 Firefox/45.0
10 | GET wwwhbing.com th id=OPN.RTNews_rdWm 200 OK =ODR/G0s
11 | GET wwwbingcom th id=OPN.RTNews_77)tkz200 OK L
12 | GET wwwbingcom th id=OPN RTNews_2FKTk 200 OK L ;r'
‘23 | GET wwwbingcom fajisi 1G-C69F1D9C3903408 208 OK =
38 | GET  wwwbingcom  hpm 1G-C69F1D9C3903408 200 OK Pepones o
35 | GET  asbingcom  fajish 1G=C69F1DIC3903408 208 No
16 POST www.bing.com fd/is/lsp.aspx VGleapnSR QST 204 OK Text| ragless| Hex| HTML| custom| json|
17 POST | www.bing.com _ fd/ls/lsp.aspx <ChentinstRequest><£204 OK <126 >[[ =] Besot| wighight | I auto-apply
18 | POST wwwbing.com fdlisisp.aspx <ChentinstRequest><£204 OK 2
19 POST www.bing.com fd/ls/lsp.aspx <ClientinstRequest><€204 OK =
20 | POST wwwbingcom fdjisisp.aspx <ClientinstRequest><£204 OK
21| POST wwwhbing.com fdis/isp.aspx <ClientinstRequest><£204 OK
22 | POST wwwbing.com fdlisiisp.aspx <ChientinstRequest=><£204 OK
23 | POST wwwbingcom flis/isp.aspx ~<ClentinstRequest=<£204 OK
28 | POST wwwbing.com fdfisisp.aspx <ChontinstRequest><£204 OK ST 5013, <img class ="large" src="/az/hprict
35.14-.67.2-1.03.22m11 2¢.2.56 0-4.93-.8-6.88-2.18.55
:7€27.919.2.886.25.786.2.003.23.517.2.0032" [></svg>
5.016¢-0.826,0.357-1.597,0.817-2.292,1.3671-0.027,0.0:
a X
- yout",e="click"
L4 1
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Using Watobo

» Watobo > send to SQLmap

(£ hackyourselfirst royhunt | S
@ virerasines 24

& 35
6

=@ e 37

= Server Headers (

w
o

® Forms (2) ED)

I3
o

W Higden Fislds (2)

n
i+

a2
a3

H

5
i

46
a7
a8
49
50
51
52
53
54

»
»

0
N

m
o

n
o

50

o
2

62
63

2

£
e

o
N

68
69
70
71
73

el

weww.DIng.com
bi

notmc:

. oK
1200 OK

veww.bing.com
www.bing.com
veww.bing.com
www.bing.com
aa.bing.com
www.bing.com
www.bing.com
weww bing.com
www bing.com
www.bing.com
www.bing.com
veww.bing.com
www.bing.com
www.bing.com
www.bing.com
www.bing.com
weww.bing.com
wewew.bing.com
veww.bing.com
vewew.bing.com
www.bing.com
ewew bing.com
wewew bing.com
weww bing.com
www bing.com
www.bing.com
www.bing.com
www.bing.com
www.bing.com
www.bing.com
www.bing.com
hackyourselffirst.tr
hackyourselffirst.tr

hpm

fans
As/suggestions
fd/ls/lsp.aspx

As/Suggestions
As/Suggestions
As/suggestions
As/suggestions

As/Suggestions
fd/ls/GLInkPing.aspx
fdfis/isp.aspx

search

fdis/

fdfis/lsp.aspx
fd/ls/GLINkPIngPost.aspx
fd/is/lsp.aspx

Content/site

tr

1ID=SERP.1000&IG=C6 200 OK
id=ON.317CEBCD2DFA 200 OK
IG=C6AC33ESAAG2423204 OK
IG=C6AC33ESAAA2423200 OK
IG=C6AC33ES5AAA2423204 No
pt=page home&mkt=ja200 OK _EDGE
~6! 28204 OK

pt=page home&mkt=ja200 OK EDGE_S=i
pt—page home&mkt=ja200 OK _EDGE_S=i
pt—page home&mkt—ja200 OK _EDGE_S—i
pt—page.home&mkt—ja200 OK _EDGE_S—|
pt—page.home&mkt—ja200 OK _EDGE_S—|
pt=page. home&mkt=ja200 OK_EDGE_S—|
pt=page.home&mkt=ja200 OK_EDGE_S—|
pt=page.home&mkt=ja200 OK _EDGE_S=|
pt=page.home&mkt=ja200 OK _EDGE_S=1
pt=page.home&mkt=ja200 OK _EDGE_S=|
pt=page.home&mkt=j3200 OK _EDGE_S=|
<ClientinstRequest=<£204 OK

pt=page home&mkt=ja200 OK EDGE_S=i
IG=C6AC33E5AA42423200 OK
<ClientinstRequest><E 204 OK
g-hackyourselffirst&qs 200 OK
1G=1415FACFB9684D0 204 OK
<ClientinstRequest><E204 OK
1G=1415FACFB9684D0 200 OK
<ClientinstRequest><E204 OK

200 OK ASP.NET_S
v=16KScglOON-KqiC581200 OK
v=rUr3jF-vnR)clo1RwL- 200 OK

hackyourselffirst.tr
hackyourselffirst.tr

hackyourselffirst.tr

itatus: Ready |Project: Projectl Session: Sessionl |Bind-Addr: 127.0.0.1

bundles/bootstrap
bundles/jquery

bundle:

Copy

Tested

Add to Login-Script

Edit comment..

UEVNZbFiw 200 OK
NE-C7tKaA7Qr22gKp200 OK
yMmMPM1TxecYcoWtt200 OK
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Using Watobo

» Watobo > send to SQLmap

SQLMap ©6 0

sqlmap path:  [jusr/share/sqimap/sqlmap.py

temp directory: [/root/.watobo/tmp/sqimap

[EVE]

Generall
Request
Enter a test request below or use 'SEND TO -> SQLMap' from the conversation-table menu (right-click).
GET https://hackyourselffirst.troyhunt.com:443/Account/Login HTTP/1.1
Host: hackyourselffirst.troyhunt.com
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:45.0) Gecko/20100101 Firefox/45.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*,q=0.8
Accept-Language: en-US,en;q=0.5
Referer: https://hackyourselffirst.troyhunt.com/
Cookie: ASP.NET_Sessionld=utf3tuh i VisitStart=10/15/2017 4:52:33 AM; ARRAffinity=1d8f765t
Connection: close
o | |

Technique: |AII

Risk: [3 j Level: |5 j

Manual Options: |

Cancel| Start
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Using Watobo

» Watobo > send to SQLmap

sqlmap_-1508043606.req --level 5 --risk 3 --technique BE.. @ &

rs through option

do you want to try WRI ilﬁ'ections in the target URL itself? [Y/n/q] [l
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References

* Kitploit
http://www.kitploit.com/2013/08/watobo-0913-web-application-toolbox.html

+ Kali Linux
https://www.kali.org/downloads/

* fxruby
https://github.com/larskanis/fxruby
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