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About Triton

* Triton is a dynamic binary analysis (DBA) framework

* It provides Dynamic Symbolic Execution (DSE) engine, a Taint
Engine, AST representations of the x86 and the x86-64
instructions set semantics, SMT simplification passes, an SMT
Solver Interface and Python bindings

TRILON

Dynamic Binary Analysis
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Triton’s design

4 N\
Example Of Tracers | | e
Pin Taint Symbolic IR
: ERGiFe Execution SMT2-Lib
Valgrind 9 Engine Semantics
AP 5
| —
DynamoRio RO i SMT SMT -
I Solver Optimization M(thItl-Arch
: esign
Qemu i | Interface Passes
DB (e_g; mysql) LibTrit Trlton/nterna/components
\ / ID I riton.so
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From Source to Binary Code

* Binaries lack significant information present in source

From Source to Binary Code

= S = 2

—
l type info SR
variable

functior] names
names

jump
targets
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Demo Setup

« Setup
« Kali Linux 2017

DISTRIB ID=Kali

DISTRIB RELEASE=kali-rolling

DISTRIB CODENAME=kali-rolling

DISTRIB DESCRIPTION="Kali GNU/Linux Rolling"
PRETTY NAME="Kali GNU/Linux Rolling"
NAME="Kali GNU/Linux"

ID=kali

VERSION="2017.2"

VERSION ID="2017.2"

ID LIKE=debian

ANSI COLOR="1;31"

HOME URL="http://www.kali.org/"
SUPPORT URL="http://foru cali.
BUG REPORT URL="http://bugs.
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Required libraries

lib name version

libboost >=1.85
libpython 2.7.X
libz3 >=4.41

libcapstone >= 3.0

Pin (optional) | 71313
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Installing Triton

* Clone the GitHub repository
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Installing Triton

 Build libTriton

Found Z3
Found CAPSTONE

Boost version: 1.64.0

Configuring done
Generating
Build files have been written to: /root/Triton/build
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Installing Triton

 Build libTriton

/root/Triton/build

Built ta
Built ta
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Using Triton

 Define an opcode and context (# xor rax,rdx)

6.3.0 20170118] on linux2
"help o) ht", "credits" or "license"
from t

0x1234))
0x5678) )

)000 :

) XOor rax; rdx
type (inst)
<type 'Instruction'>
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References

* Quarkslab
https://triton.quarkslab.com/

» Kali Linux
https://www.kali.org/

* Wikipedia
https://en.wikipedia.org/wiki/Symbolic execution

* PIC (Position Independent Code)
https://en.wikipedia.org/wiki/Position-independent code

* Taint analysis
http://shell-storm.org/blog/Taint-analysis-and-pattern-matching-with-Pin/
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