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• Triton is a dynamic binary analysis (DBA) framework 

• It provides Dynamic Symbolic Execution (DSE) engine, a Taint 

Engine, AST representations of the x86 and the x86-64 

instructions set semantics, SMT simplification passes, an SMT 

Solver Interface and Python bindings
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• Binaries lack significant information present in source
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• Setup

• Kali Linux 2017
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• Clone the GitHub repository
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• Build libTriton
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• Build libTriton
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• Define an opcode and context (# xor rax,rdx) 
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• Quarkslab

https://triton.quarkslab.com/

• Kali Linux  

https://www.kali.org/

• Wikipedia

https://en.wikipedia.org/wiki/Symbolic_execution

• PIC (Position Independent Code)

https://en.wikipedia.org/wiki/Position-independent_code

• Taint analysis

http://shell-storm.org/blog/Taint-analysis-and-pattern-matching-with-Pin/
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https://www.kali.org/
https://en.wikipedia.org/wiki/Symbolic_execution
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