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About Manticore

» Manticore is a prototyping tool for dynamic binary analysis, with
support for symbolic execution, taint analysis, and binary
instrumentation
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From Source to Binary Code

* Binaries lack significant information present in source

From Source to Binary Code
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Features

* Input Generation: Manticore automatically generates inputs that
trigger unique code paths

 Crash Discovery: Manticore discovers inputs that crash programs
via memory safety violations

» Execution Tracing: Manticore records an instruction-level trace of
execution for each generated input

* Programmatic Interface: Manticore exposes programmatic access
to its analysis engine via a Python API
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Features

* Manticore supports binaries of the following formats, operating
systems, and architectures. It has been primarily used on binaries
compiled from C and C++

* OS/Formats: Linux ELF
* Architectures: x86, x86_64, ARMv7

Information Security Confidential - Partner Use Only iSEC

information sccurity inc.



Demo Setup

« Setup

e Ubuntu 16.04.3 LTS

root@adminl-virtual-machine:~# cat /etc/*rel*

DISTRIB ID=Ubuntu
STRIB RELEASE=16.04
XIB_CODENAME=xenial
STRIB DESCRIPTION="Ubuntu 16.04.3 LTS"
="Ubuntu"
VERSION="16.04.3 LTS (Xenial Xerus)"
I D=ubuntu
D LIKE=debian
’RETTY NAME="Ubuntu 16.04.3 LTS"
VERSION ID="16.04"
OME URL="http://www.ubuntu.com/"
SUPPORT URL="http://help.ubuntu.com/"

BUG_REPORT URL="http://bugs.launchpad.net/ubuntu/"

/JERSTION CODENAME=xenial
UBUNTU CODENAME=xenial
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Installing Manticore

» Create a python virtual environment

root@ac
Runninc
New
Also

root@a

SEC
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Installing Manticore

* Install z3 dependency
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Installing Manticore

« Using pip to install Manticore
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Using Manticore

* Manticore help menu
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Using Manticore

» Usage -> manticore ./path/to/binary
* Runs, and creates a mcore_* directory with analysis results
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Using Manticore

» Usage -> manticore ./path/to/binary
* Runs, and creates a mcore_* directory with analysis results

dminl-virtual-machine:~# cd mc
(manticore) root@Radminl-virtual-machin
total 3.9M

root root 4.0K
root ‘
root

F66

root
rQQt
root
root
root
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References

» HackingReviews

https://www.hacking.reviews/2017/04/manticore-dynamic-binary-analysis-tool.html?m=0

* Ubuntu Linux
https://www.ubuntu.com/download

* Wikipedia
https://en.wikipedia.org/wiki/Static program analysis

https://en.wikipedia.org/wiki/Symbolic execution

* PIC (Position Independent Code)
https://en.wikipedia.org/wiki/Position-independent code

» Executable stack protection
https://en.wikipedia.org/wiki/Executable _space_protection
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