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About Pharos

» The Pharos static binary analysis framework is a project of the
Software Engineering Institute at Carnegie Mellon University
» Pharos is not a single application it's more a toolset
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Dependencies

* ROSE

» XSB

» Boost

» yaml-cpp
» SQLLite
* YICES
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Dependencies

« Kali Linux 2017 needed the following additional packages (libtool,
bison, libncurses5-dev, libsqlite3-0, libsqglite3-dev)

A apt-get install libtool bison libncurses5-dev libsqglite3-0 libsqlite3-dev

 Download and Install Yices from source

A wget http://www.logiic.orglyices.csl.sri.com/cgi-bin/newbinaries/yices-1.0.40-x86_64-
unknown-freebsd9.0-static-gmp.tar.gz
A tar -zxvf yices-1.0.40-x86_64-unknown-freebsd9.0-static-gmp.tar.gz
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Demo Setup

« Setup

e Kali Linux 2017

# cat /etc/*rel*
DI?TRIBiiD:Kali
DISTRIBiRELEASE:kali—rolling
DISTRIBiCODENAME:kali—‘,
DISTRIB DESCRIPTION="K GNU/Linux Rolling"
PRETTYiNAME:"Kali GNU/Linux Rolling"
NAME="Kali GNU/Linux"

ID=kali

VERSION="2017.2"

VERSION ID="2017.2"

ID LIKE=debian

ANSI COLOR="1;31"

HOME URL="http://www.kali.org/"
SUPPORT URL="http://forums.kali.org/"
BUG REPORT URL="http://bugs.kali.org/"
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Installing Pharos

* Clone GitHub repo
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Installing Pharos

* A script that will attempt to download, build, and install the Pharos
dependencies is located in scripts/build.bash
* It worked but it took a couple of hours to complete

/root/pharos/scripts

./build.bash
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Installing Pharos

* Build Pharos

# cd pharos
# mkdir build
# cd build

# cmake ..

# make -j4
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Installing Pharos

* Installing Pharos >>> #make install
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Installing Pharos

* Testing Pharos installation >>> #ctest —j4
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Using Pharos

 Using Pharos tools
» Pharos is not a single application it's more a toolset

* Integrated tools: APIAnalyzer, OOAnalyzer, CallAnalyzer, FN2Yara,
FN2Hash, DumpMASM
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Using Pharos

« Utilizing fn2yara >>> Fn2yara statically analyzes an executable file
and emits candidate YARA signatures for each identified function
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Using Pharos

« Utilizing fn2yara >>> Fn2yara statically analyzes an executable file
and emits candidate YARA signatures for each identified function
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References

* Kitploit
http://www.kitploit.com/2017/09/pharos-static-binary-analysis-framework.html

+ Kali Linux
https://www.kali.org/downloads/

* Wikipedia
https://en.wikipedia.org/wiki/Static program analysis
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