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• Habu is a Network Hacking Toolkit

• It provides basic functions that help with some tasks for Ethical 

Hacking and Penetration Testing
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• Click

• Delegator.py

• Python (3.x),

• Scapy-Python3

• Matplotlib (Optional, only needed if you want to make some 

graphs)
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• ARP Poisoning

• ARP Sniffing

• DHCP Discover

• DHCP Starvation

• LAND Attack

• SNMP Cracking

• SYN Flooding

• TCP Flags Analysis

• TCP ISN Analysis

• TCP Port Scan
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• Setup > Kali Linux 2017



Information Security Confidential - Partner Use Only

Installing Habu

7

• Install using pip3
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• Habu help
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• habu.eicar => Prints the EICAR test string
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• habu.ping IP –v  =>  “-v” Pinging with verbose information
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• habu.arping IP => arping
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• habu.forkbomb =>  Show various forkbomb examples
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• habu.isn => This command creates TCP connections and prints the 

TCP initial sequence numbers for each connections
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• habu.tcpflags => This command send TCP packets with different 

flags and tells what responses receives

• It can be used to analyze how the different TCP/IP stack 

implementations and configurations responds to packet with 

various flag combinations
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• Kitploit

http://www.kitploit.com/2017/10/habu-network-hacking-toolkit.html

• Kali Linux  

https://www.kali.org/downloads/

• LAND attack

https://security.radware.com/ddos-knowledge-center/ddospedia/land-attack/

• ARP poisoning (spoofing)

https://en.wikipedia.org/wiki/ARP_spoofing

• SYN flood

https://en.wikipedia.org/wiki/SYN_flood

• Forkbomb

https://en.wiktionary.org/wiki/fork_bomb

http://www.kitploit.com/2017/10/habu-network-hacking-toolkit.html
https://security.radware.com/ddos-knowledge-center/ddospedia/land-attack/

