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About SPF

» SPF (SpeedPhish Framework) is a python tool designed to allow
for quick recon and deployment of simple social engineering
phishing exercises
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Requirements

* dnspython
* twisted
* PhantomJS
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Demo configuration

e Kali Linux 2017 64 bit (https://www.kali.org/downloads/)
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https://www.kali.org/downloads/

Installation

* Install dependencies

Requirement alre /S .' "* dns ik #’:".“ dis pa<kd’
Requirement i i

install py

Done

vill be ins
oython-tw

* GitHub recursive clone

git clone --recursive https://github.com/tatanus/SPF.git
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Usage

« ./spf.py —h
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Usage

* Run it against an owned target
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Usage

* Run it against an owned target
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Usage

* Viewing the reports

ishing engagement

le.com/repor
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Usage

* Collecting emails
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Usage

« Starting the phishing webserver
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References

* Kitploit
http://www.kitploit.com/2015/08/spf-speedphish-framework.html

+ Kali Linux
https://www.kali.org/downloads/
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