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About APT2

» APT2 is an Automated Penetration Testing Toolkit

\utomated Penetration Testing Toolkit
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An Automated Penetration Testing Toolkit
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Features

* This tool will perform an NMap scan, or import the results of a scan
from Nexpose, Nessus, or Nmap

» The processed results will be used to launch exploit and
enumeration modules according to the configurable Safe Level and
enumerated service information
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Modules

nmaploadxml Load NMap XML File
hydrasmbpassword Attempt to bruteforce SMB passwords
nullsessionrpcclient Test for NULL Session
msf_snmpenumshares Enumerate SMB Shares via LanManager OID Values
nmapbasescan Standard NMap Scan
impacketsecretsdump Test for NULL Session
msf_dumphashes Gather hashes from MSF Sessions
msf_smbuserenum Get List of Users From SMB
anonftp Test for Anonymous FTP
searchnfsshare Search files on NFS Shares
crackPasswordHashJohnTR Attempt to crack any password hashes
msf_vncnoneauth Detect VNC Services with the None authentication type
nmapsslscan NMap SSL Scan
nmapsmbsigning NMap SMB-Signing Scan
responder Run Responder and watch for hashes
msf_openx11 Attempt Login To Open X11 Service
nmapvncbrute NMap VNC Brute Scan
msf_gathersessioninfo Get Info about any new sessions
nmapsmbshares NMap SMB Share Scan
userenumrpcclient Get List of Users From SMB
httpscreenshot Get Screen Shot of Web Pages
httpserverversion Get HTTP Server Version
nullsessionsmbclient Test for NULL Session
openx11l Attempt Login To Open X11 Servicei and Get Screenshot
msf_snmplogin Attempt Login Using Common Community Strings
msf_snmpenumusers Enumerate Local User Accounts Using LanManager/psProcessUsername OID Values
httpoptions Get HTTP Options
nmapnfsshares NMap NFS Share Scan
msf_javarmi Attempt to Exploit A Java RMI Service
anonldap Test for Anonymous LDAP Searches
ssltestsslserver Determine SSL protocols and ciphers
gethostname Determine the hostname for each IP
sslsslscan Determine SSL protocols and ciphers
nmapms©8067scan NMap MSe8-867 Scan
msf_ms©8_067 Attempt to exploit MS©8-067
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Requirements

 convert, dirb, hydra, java, john, Idapsearch, msfconsole, nmap,
nmblookup, phantomjs, responder, rpcclient, secretsdump.py,
smbclient, snmpwalk, sslscan, x11-apps

« Kali Linux users => phantomjs, secretsdump.py
(https://qgithub.com/CoreSecurity/impacket/blob/master/examples/s
ecretsdump.py) and x11-apps
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https://github.com/CoreSecurity/impacket/blob/master/examples/secretsdump.py

Setup

« Kali Linux 2017 "2017.2" 64 bit (https://www.kali.org/downloads/)

» On Kali Linux install python-nmap library: python setup.py install
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https://www.kali.org/downloads/

Installing APT2

* Installing dependencies

ing/main amd64 phantomjs amdé64

)

hanton
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Installing APT2

* Installing dependencies (secretsdump.py)

—ompr ing C
Total 11734 a 43 re d 55 (delte 6 pack-reu
jec (11734/11734),. 3 .65 MiB/s,
(8872/8872), done.

# cd impa /

running install

running build

running build py

creating build

creating build/lib.linux-x86 64-2.7
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Installing APT2

* Clone it

: git clone https:
Cloning into “apt2'.
remote: Counting objects: 818, done.

3 o
remote: Total 818 (delta 0), reused 0 (delta 0), p
Receiving objects: 100% (818/818), 211.20 KiB | 35
Resolving deltas: 10C (542/542), done.
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Installing APT2

* Install python-nmap library

# cd apt2
#l python setup.py install

running install

running bdist egg
running egg info
creating apt2.egg-info

writing requirements to apt2.egg-info/requires.txt

writing apt2.egg-info/PKG-INFO
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Using APT2

* APT2 options

command
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Using APT2

« If getting the following error when starting running APT2
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Using APT2

* Resolve it by configuring Metasploit as below

msf > load msgrpc User=msf Pass=msfpass ServerPort=55552
SGRPC Service: 127.0.0.1:55552

MSGRPC Username: msf
MSGRPC Passwor msfpass
Successfully yaded plugin: msqgr
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Using APT2

« If getting the following error when starting running APT2

“Module 'apt2_whois' disabled. Dependency required: '‘Missing
whois library. To install run: pip install whois® “
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Using APT2

* Resolve it by installing “whois” library
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Using APT2

« APT2 ran against a target machine (IP 192.168.10.112)
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Using APT2

« APT2 ran against a target machine (IP 192.168.10.112)
» Generated reports

orts/reportGenHTML ds
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Using APT2

« APT2 ran against a target machine (IP 192.168.10.112)
» Generated reports

srmme

Hosts
Vulnerabilities and Findings

tMgrLogin
tMgrLogin
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Using APT2

« APT2 ran against a target machine (IP 192.168.10.112)
» Generated reports

Tdentified Ser sion of 192.168.10.112 : Apache/2.4.16 (Fedora) OpenSSL/1.0.2d-fips PHP/5.6.14

6 (Fedora) OpenSSL/1.0.2d-fips PHP/5.6.14
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References

* GitHub
https://github.com/MooseDojo/apt2

+ Kali Linux
https://www.kali.org/downloads/

» Secretsdump.py
https://github.com/CoreSecurity/impacket/blob/master/examples/secretsdump.py
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