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• Who? Most of the malware needs it 

• Why? To start the application after each reboot 

• How? Windows offers a few legitimate persistence ways 
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• Registry keys 

▲ HKCU¥Software¥Microsoft¥Windows¥CurrentVersion¥Run 

▲ HKCU¥Software¥Microsoft¥Windows¥CurrentVersion¥RunOnce

▲ HKCU¥Software¥Microsoft¥Windows¥CurrentVersion¥Policies¥Explorer¥Run
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• Startup link 
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• System Services 
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• How the extension handling works? (Windows 10 x64)

▲ On Windows, extensions that are known by the operating system are defined in the 

registry. An .html extension

▲ html files are handled by ChromeHTML



Information Security Confidential - Partner Use Only9

• How the extension handling works? (Windows 10 x64)

▲ The most important handler feature is “command”

▲ The command defines what action has the be taken when the file with the particular 

extension is clicked

Persistence method: hijacking extensions 

handlers 
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• How the extension handling works? (Windows 10 x64)

▲ Handler command: a closer look

/*  C:¥Program Files (x86)¥Google¥Chrome¥Application¥chrome.exe" -- "%1“  */

The above command  runs chrome.exe with one parameter. (%1) is the name of the file 

that was clicked. Thanks to this, Chrome opens the clicked file
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• Demo environment: Windows 10 x64 
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• Overwrite the command feature of ChromeHTML
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• The .html extension is not handled by chrome.exe, but by the 

ProxyApp.exe – that deploys chrome.exe, but also calc.exe 

(attacker can implement a malicious app here)

• From the point of view of the user nothing has changed – chrome 

opens the document as it was before – but in the background 

another application starts to run
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• The .html extension is not handled by chrome.exe, but by the 

ProxyApp.exe – that deploys chrome.exe, but also calc.exe. 

Clicking on Demo.html (               ) opens calc.exe and chrome.exe
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• MSDN

https://msdn.microsoft.com/ja-jp/library/aa767914%28v=vs.85%29.aspx

• Mitre

https://attack.mitre.org/wiki/Technique/T1042


