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About Malware persistence

Exploitation -> Infection -> Persistence

Phishing e-mails

Targetted, manual attack

Information Security Confidential - Partner Use Only iSEc

information sccurity inc.



Why persistence?

* Who? Most of the malware needs it
» Why? To start the application after each reboot

* How? Windows offers a few legitimate persistence ways
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Persistence methods

* Registry keys

A HKCU¥Software¥Microsoft¥Windows¥CurrentVersion¥Run

1307225329370 [l Satanaexe exe 3932 @ RegSetinfokey i it i
1307225329610 W Satanaexeexe 3932 RegQuerviey HKCU¥SOF TWARE¥Microsoft¥Windows¥CurrentVersion¥ Run|

&Y Event Properties

Event Process Stack

Thread: 5856
Class: Registry
Result: SUCCESS

Path: I HKCU%SOFTWAREY Microsofts Windows¥ CurrentVersion¥Run |
A HKCU¥Software¥Microsoft¥Windows¥CurrentVersion¥RunOnce

A HKCU¥Software¥Microsoft¥Windows¥CurrentVersion¥Policies¥Explorer¥Run
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Persistence methods

« Startup link

AppData » Roaming » Microsoft » Windows » Start Menu » Programs » Startup - 1 ‘,'
library = Share with » New folder
Name : Type Size
desktop.ini Configuration sett.. 1KB
[ test.exe Shortcut 1KB|
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Persistence methods

» System Services

Genersl | Log On | Recovery | Dependences.

Service name masecsve2 0
Drspiary name Mcrosoft Securty Canter (2 0) Service

Descrpbon a
Path to executable

C \Users tester\ DesktopliE tar el im securty

Satotpe | Asomate -
Help me corfigure service Stanup options,

Service status  Started

A l Siop Pause Ra sume

You can specfy the stat parameters that spply when you start the service
from here.

Information Security Confidential - Partner Use Only

nj

EC

fon sccurity inc.



Persistence method: hijacking extensions
handlers

* How the extension handling works? (Windows 10 x64)

A On Windows, extensions that are known by the operating system are defined in the
registry. An .html extension

Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.html\UserChoice

v html A || Name Type Data
OpenWithList ab)(Default) REG_SZ (value not set)
OpenWithProgii = (a8 as REG_SZ 06tCR3z2Goc=
UserChoice ab)Progld REG_SZ

A html files are handled by ChromeHTML
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Persistence method: hijacking extensions
handlers

* How the extension handling works? (Windows 10 x64)

A The most important handler feature is “command”

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Classes\ChromeHTML\shell\open\command

v ChromeHTML ~ |/ Name Type Data
Application Lod (Default) REG_SZ  "C:\Program Files (x86)\Google\Chrome\Application\chrome.exe" -- “%1"
Defaulticon
v shell

A The command defines what action has the be taken when the file with the particular
extension is clicked
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Persistence method: hijacking extensions
handlers

* How the extension handling works? (Windows 10 x64)

A Handler command: a closer look
I* C:¥Program Files (x86)¥Google¥Chrome¥Application¥chrome.exe" -- "%1“ */

The above command runs chrome.exe with one parameter. (%1) is the name of the file
that was clicked. Thanks to this, Chrome opens the clicked file
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Demo

 Demo environment; Windows 10 x64

Edition
Version

OS Build

System type

Windows 10 Pro
1703
15063.608

64-bit operating system, x64-based processor
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Demo

e Overwrite the command feature of ChromeHTML

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Classes\ChromeHTML\shell\open\command

v ChromeHTML A | Name Type  Data
Application (Default) REG_SZI C:\ProgramData\ProxyApp.exe "C:\Program Files (x86)\Google\Chrome\Application\chrome.exe" -- '%1]
Defaulticon
v shell
v open
command
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Demo

» The .html extension is not handled by chrome.exe, but by the
ProxyApp.exe — that deploys chrome.exe, but also calc.exe
(attacker can implement a malicious app here)

* From the point of view of the user nothing has changed — chrome
opens the document as it was before — but in the background
another application starts to run
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Demo

» The .html extension is not handled by chrome.exe, but by the
ProxyApp.exe — that deploys chrome.exe, but also calc.exe.
Clicking on Demo.html ( @ pemohtmi) OpeNs calc.exe and chrome.exe

Calculator

= Standard

History Memory

Tha. U

(& q file:///C:/Users/User3/Downloads/Demo.html

page
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Demo

» The .html extension is not handled by chrome.exe, but by the
ProxyApp.exe — that deploys chrome.exe, but also calc.exe.
Clicking on Demo.html ( @ pemontmi) OpenNs calc.exe and chrome.exe

[ 7654 Il Process Create C ¥Program Files (86 ¥Google¥Ohromea¥ Application¥ chrome, exel
7684 Q¥ Process Create C¥WINDOWS¥SysWOWE4¥calc exe l
&Y Eve o
Event Process Stack
Thread: 7260
Class: Process
Operation: Process Create
Result: SUCCESS
Path: C:¥Program Files (x86)¥Google¥Chrome¥Application¥chrome.exe
Duration: 0.0000000
PID: 00
Command line:

"C:¥Program Files (x86)¥Google¥ Chrome¥ Application¥chrome.exe" -- C:¥Users¥User3¥Downloadsy Demo.html I
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References

* MSDN
https://msdn.microsoft.com/ja-jp/library/aa767914%28v=vs.85%29.aspx

* Mitre
https://attack.mitre.org/wiki/Technique/T1042
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